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Executive Summary

s this column is written, a

number of significant events

are occurring that will shape
the future joint force. The barriers to
women engaging in ground combat
are being reassessed and, in all likeli-
hood, most if not all will be removed.
At the same time, the U.S. Army’s
end-strength is expected to be reduced
significantly (to below pre-9/11 levels),
while other Services are already there.
The price of oil has hit historic lows
and global stock markets have fallen
significantly. The situation would seem
to put pressure on some states that
depend on high oil prices for revenue.
The combat and growing refugee crises
in Syria and Iraq (and now Europe)
continue without end. Afghanistan is
still dealing with a difficult transition.
The area around the demilitarized zone

on the Korean Peninsula once again
has both sides on high alert but talking
to each other at Panmunjom. On the
home front, another Presidential and
congressional election campaign has
begun while the sequestration shadow
looms over the Federal Government
and especially the Department of
Defense. What does this all mean?

The easy answer is that a great deal
of unsettled business from the past is
likely to remain while some new work is
added to our collective “inboxes.” Inside
the military, as I have said in previous
columns, the need for smart leaders
who can figure out a way to lead their
organizations to success will continue.
Constrained budgets are nothing new
for many of us, so adapting to these
circumstances should be almost standard
operating procedure. The hard part,

Rangers from 1t Battalion, 75" Ranger Regiment,
as part of a combined Afghan and coalition security
force operating in Ghazni Province, Afghanistan,
await CH-47 for extraction (DOD/Pedro Amador)

I suspect, will be figuring out how to
keep the best people in the force even
though the tempo of operations may not
get slower, despite the drawdowns in
Iraq and Afghanistan. Some of the force
continues at a high operational tempo in
part because of unfolding events around
the globe. The good news is that we will
always find we have great people among
us who know what to do even when

the circumstances unfold in unexpected
ways, as we saw recently on a high-speed
train from Brussels to Paris. Five people
took action to stop a man with weapons
and the intent to do harm, and each

was rightly awarded France’s highest
honor—the Legion of Honor—for taking
swift and effective action. As we now
know, four were Americans, including
two Servicemembers, and the other hero
was a British businessman. While few of
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us will ever find ourselves in such a situa-
tion, being able to respond to a threat by
doing what you think is best—especially
for the common good of others around
you—is often the difference between
success and failure, and these times call
for people doing what they think is best
for the common good. Those who serve
their nation honorably are just such peo-
ple. Some even try to share their good
ideas for how to do what is best through
journals like this one. If you are looking
for good ideas to help you deal with in-
creasingly difficult events, I think you will
benefit by reading Joint Force Quarterly.
This issue’s Forum begins with an
article by Paul B. Symon and Arzan
Tarapore, who see both the great poten-
tial and the inherent risks in harnessing
big data to our intelligence processes.
Seeking to improve another key stra-
tegic process, Catherine Johnston and
her co-authors from the Intelligence
Community offer insight into how
intelligence analysis is adapting to the dis-
organized world we work in. Alexander
L. Carter next provides some important
ideas regarding improving joint inter-
agency coordination. As we continue to
assess the last several years of war and its
aftermath, Jeffrey M. Shanahan provides
a new look at stability operations as seen
through the lens of mission command.
JFQ next presents the winning essays
from the 9" annual Secretary of Defense
and 34" annual Chairman of the Joint
Chiefs of Staft Essay Competitions. In
May, 24 judges from across the joint
professional military education (JPME)
community met to determine the best
JPME student entries among the three
categories. This year’s winners provide
a diverse set of issues and recommen-
dations to consider. In his winning
Secretary of Defense National Security
Essay, Lieutenant Colonel Wallace R.
Turnbull ITI, USAF, argues that the
nuclear force structure planned for 2040
lacks key elements in the air-delivered
clements of the triad that must be con-
sidered for our deterrent to be credible in
25 years. Winning the Chairman of the
Joint Chiefs of Staft Strategic Research
Paper competition, Lieutenant Colonel
(P) Patrick Michael Duggan, USA,

discusses the role for special warfare op-
erations in cyberspace. In the Chairman’s
Strategy Article, Lieutenant Colonel
Robert William Schultz, USA, discusses
how to deal with extremist groups in
cyberspace.

In JPME Today, the discussion of
two important and ever-present issues for
graduate studies, and PME in particular,
are brought into focus in two excellent
articles from teams within the U.S.
Army’s PME institutions. If you missed
the class on what plagiarism is and how to
avoid it, you will want to read and share
Larry D. Miller and Laura A. Wackwitz’s
engaging article on the nexus between
an author’s expression of thought and
ethical behavior, especially how it affects
national security. William G. Pierce,
James E. Gordon, and Paul C. Jussel, a
team from the U.S. Army War College,
next offer suggestions on how to help
PME instructors possessing advanced
but dated operational experience remain
relevant in the classroom.

In Commentary you will find Robert
A. Gleckler’s important analysis of war
planning. His article should help those
who are not planners understand the
strengths and limitations of our most im-
portant military efforts prior to the start
of operations. As a former operational
and strategic planner myself, looking at
what the plans can mean for strategic de-
cisionmakers is a unique interpretation, at
least in the pages of military journals.

Our Features section takes on three
distinct but central issues for the joint
force: the effect of military pay and
compensation on the force we can field,
how best to manage theater air and
missile defense at the operational level,
and how cyber has an impact on con-
ventional combat power. Anyone who
has served or been aware of the pace of
compensation in recent years for military
members, especially those approaching or
at retirement age, knows that the benefits
currently provided have been steadily
increasing. Mark F. Cancian shows us
what he believes is the consequence of
that part of the Defense Department
budget growing as the total budget is
affected by legislated cuts: the military’s
force structure. Edward Boxx and Jason

Schuyler suggest a better way to organize
decisionmaking at the operational level of
air and space warfare through the Joint
Theater Air and Missile Defense Board.
As military leaders at all levels search for
ways to get more while dealing with less
resources, Sean Kern sees the develop-
ment of military cyber power theory as
crucial to adding punch to our combat
power.

Continuing our Recall offerings on
World War I during this 100" anniver-
sary period of the “war to end all wars,”
Raymond Adams takes us to the Gallipoli
Campaign, the last great battle of the
Ottoman Empire, and shows us how
things went wrong for the Allies far from
the fields of France. As the title suggests,
strategy only works when ends and means
are matched. The hard part is getting
them to do so when the fighting starts.

Joint Doctrine provides two inter-
esting and important articles. A team of
experts, led by the Joint Staff J7’s James
C. McArthur, provides us with the first
in a series of articles on interagency orga-
nization. Jon T. Thomas and Douglas L.
Schultz then offer an excellent recap on
the history and status of the 30-year-long
effort to achieve success in providing
the joint force with the effective lessons
learned capability now known as the
Chairman’s Joint Lessons Learned
Program. Of course, we also bring you
the latest Joint Doctrine Update as well
as three book reviews on Russia, PTSD,
and corruption in Afghanistan to help
you in your professional reading.

No matter what new challenges the
world brings us, JFQ will endeavor to
provide what you have come to expect
from us: high-quality thinking and writ-
ing that is useful as you work your way
forward. Let us know what you think. JFQ

WirLLiam T. ErLiasoN
Editor in Chief
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Defense Intelligence Analysis in
the Age of Big Data

By Paul B. Symon and Arzan Tarapore

ver the past decade, the U.S.
and Australian intelligence com-
munities have evolved rapidly
to perform new missions. They have
developed new capabilities and adapted
their business processes, especially in
support of joint and complex military
operations. But in the coming decade,

their greatest challenge will be to
develop new capabilities to manage
and exploit big data.! We use the term
biy data to mean the exponentially
increasing amount of digital informa-
tion being created by new information
technologies (IT)—such as mobile
Internet, cloud storage, social network-

Major General Paul B. Symon, Australian Army, served as Director of the Defence Intelligence
Organisation from 2011 to 2014. Arzan Tarapore is a Doctoral Student in the War Studies Department
at King's College London. The authors thank Josh Kerbel and Peter Mattis for comments on an earlier

version of this article.

ing, and the “Internet of things”—and
the advanced analytics used to process
that data. Big data yields not simply a
quantitative increase in information,
but a qualitative change in how we
create new knowledge and understand
the world. These data-related informa-
tion technologies have already begun
to revolutionize commerce and science,
transforming the economy and acting
as enablers for other game-changing
technology trends, from next-genera-
tion genomics to energy exploration.?
In defense intelligence communities,
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some of these technologies have been
adopted for tasks, including technical
collection and operational intelligence
fusion—Dbut big data’s impact on all-
source intelligence analysis has scarcely
been examined.

This article offers a view on how these
disruptive information technologies could
transform defense intelligence analysis and
the functions of the all-source enterprise.
It is not a comprehensive study on trends
in technology or in the intelligence
profession, nor is it a deterministic
scenario of a high-tech future.

Rather, here we seek to identify some
opportunities and risks of the disruptive
technologies at hand. First, we sketch a
background of the most important I'T
trends that are shaping today’s economy
and society. Second, we outline how big
data could transform intelligence analysis;
it has the potential to unlock enormous
productivity gains and effectiveness

by automating some currently labor-
intensive tasks, enabling new forms

of analysis and creating new forms of
presentation. Third, we argue big data
cannot do it all; its utility in making
sense of complex systems and addressing
knowledge gaps is limited. Finally, we
outline how big data could transform the
wider assessment agency enterprise. We
argue that the explosion in data supply
and demand will incentivize assessment
agencies to reposition their roles more
toward service-delivery functions and to
rebalance their workforces.

None of this is inevitable. In both
analytic operations and enterprise
management, much of how the scenario
actually unfolds will be determined by the
vision and agility of our leadership, our
partners, and our adversaries. Defense
and intelligence community (IC) leaders
must play an active but balanced role,
exploiting big data’s potential, but
understanding its limitations.

Today’s Tech Trends

The big data phenomenon presents
defense intelligence with a range of
opportunities, from off-the-shelf tools
to complex business-process reforms.
Some tools can be absorbed wholesale
by the IC; for example, social network-

ing tools such as Wikis and Chat are
already being used to facilitate better
collaboration between analysts. Beyond
simple software acquisitions, however,
disruptive information technologies
have birthed a number of trends in how
data are collected, moved, stored, and
organized. Four of the most salient
prevailing concepts, which are already
transforming the economy and society,
could reshape all-source intelligence.

Everything Is Social, Mobile, and
Local. Much of the explosion of big data
has been driven by the fact that informa-
tion is increasingly social (generated and
transmitted by many users, rather than a
few big producers), mobile (collected by
sensors on ubiquitous Internet-connected
mobile devices), and local (geospatially
tagged). These trends have irreversibly
transformed IT; mobile devices in partic-
ular have become the primary means of
connecting to the Internet and have thus
become the primary market for much IT
innovation. This has already created new
opportunities not only for collection,
but also for intelligence processing, ex-
ploitation, and dissemination (PED), and
analysis.

Data Ave Useless Without Data
Science. The exponential creation of
digital data holds enormous potential for
creating insight and knowledge through
PED and data analytics. The burgeoning
field of data science—at the intersection
of statistics, computer science, and other
related fields—is increasingly being used
by the private sector to realize the com-
mercial potential of big data, often for
prosaic tasks such as tracking a person’s
consumption patterns to better target
advertising campaigns. The IC’s routine
work of collection, PED, and analysis is
still largely organized on the Cold War
model of seeking out sparse and secret
information. Now, however, it must cope
with the inverse challenge (and exploit
the opportunities) of managing and
analyzing massive quantities of data and,
in the process, compete with the lucrative
private sector to attract the highly special-
ized skills of data scientists.?

IT Solutions Are Customized and
Intuitive. The accelerating pace of
innovation and the need to best harness

big data are both enabling and driving
the creation of I'T solutions that are cus-
tomized and intuitive for the user. Gone
are the days of hefty user manuals or ob-
scure text-based user interfaces. Specific
applications perform specific functions.
Even major platforms such as Palantir are
delivered with bespoke service support,
both in tailoring the product to customer
requirements and in providing ongoing
software development support. Complex
data-driven analysis demands a menu of
apps or even dedicated software develop-
ers integrated into analyst teams—as they
already are in some parts of the IC.

The Internet Is Everywhere. The rate
of increase in big data will only grow as
more devices join the Internet. These
devices not only provide an interface for
users, but are also creating a growing
“Internet of things”—everything from
household appliances to industrial ro-
bots—that generate and use more data,
in turn creating more potential knowl-
edge and vulnerabilities. At the same
time, emerging technologies (such as
free-space optical communications, which
use lasers to transmit data through the at-
mosphere) are allowing users to bring the
Internet into austere communications en-
vironments in order to enable the wider
military use of Internet-connected I'T and
greater resilience to network failures.

These technology trends have been
driven by the commercial and scientific
sectors, but they also have powerful
implications for the IC; they are rapidly
challenging long-held conceptions
of intelligence collection targets,
business processes, required IT tools,
and workforce skill sets. But the IC’s
capacity to adopt these technologies
remains inadequate; fully exploiting these
trends would require a deep revision
of innovation policy and I'T-acquisition
business models. To adequately exploit
these opportunities, the IC would
need to incorporate a “technology
push” acquisition model alongside the
customary “demand pull” model. In to-
day’s I'T environment of faster innovation
and more disruptive and unpredictable
technologies, where government lacks
the speed or vision to lead innovation,
the IC’s best option may be to monitor
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and leverage incipient innovation instead
of attempting to drive it. Rather than
dictating requirements to firms through a
byzantine acquisitions process (as in most
defense procurement programs), the IC’s
greatest potential for I'T adoption may lie
in injecting its “use cases” (and resources)
in the start-up or development phases of
future technologies. And in a data-inten-
sive information environment, assessment
agency leaders would need to recognize
that adaptive IT is integral to analytic
operations and no longer an ancillary
support function toiling in the basement.
The analysis mission-owner should
therefore be responsible for shaping the
agency’s IT architecture as never before.

Even if imperfectly realized, today’s
technology trends hold enormous
potential to transform all-source
intelligence.

Transforming Analysis
Across intelligence problems, big data’s
greatest promise is its potential to inte-
grate and organize information. New
technologies for collecting, moving,
storing, and organizing data could give
all-source analysts access to vastly more
information with more automation and
productivity, thereby allowing them
to concentrate their finite cognitive
capacity on the hardest, highest-prior-
ity problems. But rather than simply
bolting new technologies onto current
processes, assessment agencies now
have an opportunity to incorporate new
technological trends in ways that funda-
mentally reshape how data are used for
all-source analysis. The new technologies
could be usefully applied to a range of
defense intelligence problems, including
social network analysis, weapons systems
modeling, trend analysis for tactical
military intelligence or nontraditional
warning problems, and nascent analytic
constructs such as “object-based produc-
tion” and “activity-based intelligence.”*
Thus, they not only improve our capac-
ity to execute existing intelligence mis-
sions, but they also create entirely new
data-intensive types of analysis.

Move Information with Less Effort.
Big data and data analytics rely heavily
on automation. Once the architecture

and algorithms are set, the data could be
managed—collected, moved, stored, and
organized—with relatively little additional
effort. Applied to all-source intelligence,
the exponential increase in data and ana-
lytics would render manual information
retrieval impractical and unnecessary; the
heavy lifting of data management could be
largely automated. Already-existing tools
can create an automatic and persistent
push of data to analysts, obviating the
labor-intensive requirement to manually
pull data from various sources. That push
of data could be more processed and
valuable—for example, collated across dif-
ferent sources or formats—before it even
reaches the analyst.

Automated data collation and ana-
lytics would both save analyst effort and
enable powerful new capabilities. Data
analytics could, with varying levels of
human supervision, characterize data
into meaningful clusters or categories,
categorize and file new data into existing
clusters, and detect outliers or new data
that do not fit into existing clusters.® For
all-source analysis, new methods such as
object-based production could enable
seamless integration of data from multiple
sources and in multiple formats, thereby
building comprehensive libraries of data
on given targets. Analysts could use that
mass of data and associated analytics to
more quickly identify intelligence gaps,
unexpected correlations and associations,
or anomalies or irregular behavior. This
range of capabilities could be profitably
used, for example, for everything from
finding patterns or anomalies in a ter-
rorist target’s pattern of life, to tracking
military targets automatically in wide-
area surveillance, to tipping and cueing
for humanitarian assistance and disaster
recovery support. In such cases, human
intervention—especially expert analysis
of the target—is still critical, but big data
could empower those analysts to know
more and to know it more quickly and
with less effort.

Big data technologies allow in-
telligence to move quickly, be stored
indefinitely, and yield more valuable
insights over time. Much of the newly
collected data would arrive at or near
real-time, compressing the latency of

collection, PED, and analysis, and cueing
further collection. Vast quantities of
data—unprocessed and unseen by any
analyst—would be stored, available to
be mined later in the context of future
data or requirements or to discover
or recognize associations or trends.
Machine learning would allow this en-
tire process to improve with time. The
accumulation of data and the refinement
of algorithms would allow for dynamic
and progressively more accurate models
or more robust and adaptive normalcy
patterns, and would enable the detection
of finer or more meaningful anomalies
accordingly.

There are significant challenges to
fielding these new capabilities. Some
of these challenges are technical—for
example, optimizing ways to ingest and
collate data from different sources and in
different formats, especially unstructured
data from text and media. The thorniest
challenges, however, are associated with
policy settings and governance frame-
works. For example, intelligence agencies
will need to set standards for the vetting
and quality assurance of data they source
from interagency or other partners;
establish security and legal compliance
protocols for sharing data across organi-
zations; establish robust security measures
to protect data from spoofing, cyber
exploitation, or insider leaks; and stan-
dardize the tagging and coding of data
for use in analytics. Once mission-owners
set these frameworks to govern the effec-
tive and secure use of big data, all-source
analysis should yield unprecedented gains
in productivity and capability.

Presentation Is Everything. Once
collated, managed, and applied to gain
new insights, data must be presented
effectively to the customer. Here, too,
big data carry risks and opportunities.
Customers will never lose the temptation
to acquire and interpret their own data,
and big data, plentiful and apparently au-
thoritative, will exacerbate that problem.
The IC faces the risk that these quantities
and varieties of data will create the ap-
pearance of veracity—and customers’ easy
access to raw data streams or intelligence
reporting could become even more haz-
ardous. In an environment where data are
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Airman checks diagnostic information after applying three different upgrades that give pilots more situational awareness data in user-friendly formats
(U.S. Air Force/Alexander Guerrero)

ubiquitous, customers will expect imme-
diate and authoritative answers and will
sideline IC producers that cannot quickly
deliver user-friendly products.

Fortunately, big data and data ana-
lytics also present opportunities to create
compelling and effective outputs for the
customer. Data-intensive solutions to in-
telligence problems demand appropriate
forms of presentation; just as in science
and commerce, these solutions would
be best presented as graphics or visuals,
not text-heavy assessments. Assessment
agencies could profitably use one or a
few main data-agnostic platforms (such
as Google Earth), connected to relevant
intelligence databases and easily overlaid
with various customized data layers, to
clectronically deliver finished intelligence
to the customer. With the concomitant
improvement in I'T, these outputs could
be easily pushed to the customer, just as
data are pushed to the analyst. Presented
in multimedia, they could incorporate

multi—collection platform reporting and
data streams and use “recommendation
engines” of the type used by Amazon and
Netflix to suggest other relevant outputs
tailored to the customer’s requirements.
The most effective finished intel-
ligence outputs, exploiting the full
potential of data analytics, would incor-
porate the following features. First, they
would use a visualization platform, and
for strategic analysis, the most common
platforms would most likely be geospatial.
Much digital data are already geospatially
tagged, and geospatial presentation often
yields powerful insights that are not
otherwise apparent. Second, they would
be dynamic—using automated feeds, the
product would be constantly updated
with data collated in real time. Outputs
would offer more than just a recent snap-
shot of intelligence, as the IC typically
provides now with written assessments,
and they would render obsolete terms
such as “Latest Date of Intelligence” or

“Information Cut-Off Date.” Third, they
would be interactive; the customer could
interrogate the product, using hyperlinks
or some other intuitive interface, to pur-
sue additional layers of data.

These attributes of data-intensive
presentation are clearly better suited to
some outputs, and some customers, than
others. Already, strategic assessments for
national policymakers can profit from
visual and interactive outputs—even the
President’s Daily Brief, the pinnacle of
national-level intelligence, has been deliv-
ered on an iPad. With time, big data and
data analytics could transform all phases
of analytic operations, culminating with
quicker, more accurate, and more tailored
intelligence for customers.

Limits to Transformation

The promises of big data are tantaliz-
ing, but they are limited. The greatest
impact will be felt in the analysis of
who, what, where, and when ques-
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Intelligence analyst gives commander of 215 Theater Sustainment Command terrain brief of
Hohenfels Training Area on enemy activity (U.S. Army/Henry Chan)

tions, using single— or multi—collection
platform structured data to address
discrete, bounded questions. It plays a
smaller role in analysis of why or how
questions, which are salient not only
for strategic intelligence supporting the
policymaker, but also for every level
down to tactical intelligence supporting
subunit commanders.

Analysis Needs Move Than Data.
Data-intensive forms of analysis promise
new efficiencies and insights, but at its
heart, all-source analysis needs more than
just data. First and foremost, analysis
needs expert leadership. Faced with the
allure of compelling data, the IC faces
a risk that available data will drive the
analytic agenda rather than the other way
around. The sheer availability of certain
types of data could skew the analytic en-
terprise to prioritize its efforts or distort
its assessments by placing undue impor-
tance on the most data-intensive activities
or by emphasizing the most visible and
trackable targets or issues. Instead, expert
leadership must still determine which data
are collected and in the service of which
analytic priorities; these tasks demand
judgment and knowledge of customer re-
quirements. The analysis mission-owners
must be careful to redouble their em-
phasis on directing the intelligence cycle

and to ensure the enterprise is serving
customer requirements—asking the right
questions and directing collection and
analysis accordingly—rather than being
slaves to the data.

Second, analysis needs expert ana-
lysts. Data-intensive fusion, PED, and
analysis are better suited to some types
of intelligence problems than others,
but they always require expert analysts
to make sense of outputs. Data-intensive
analysis can more profitably be applied
against “puzzles,” with bounded, empir-
ically discoverable answers, rather than
“mysteries” that deal with a contingent,
imponderable future.® Puzzles typically
relate to discrete objects—places and
things—whereas mysteries are tied to
complex phenomena.” Mysteries or
complex phenomena are the product of
inscrutably complex human interactions
and, like any complex system, are sensi-
tive to countless variables and therefore
inherently unpredictable. Defense intelli-
gence must be postured to tackle both.

Even puzzles require expert ana-
lysts—to frame the puzzles in the first
place, solve them, and then to make them
relevant. Analysts need to verify collected
data that may be flawed or spoofed by
denial and deception, which requires
expert analytic tradecraft. They then

need to provide the necessary context or
value-added interpretation of the data an-
alytics—the “so what?”—which requires
not only subject matter expertise but also
sensitivity to customer requirements.

Consider the conflicts that flared
in Ukraine and Iraq in 2014. In both
cases, irregular forces—Russian-backed
separatists and Islamic State militants,
respectively—made rapid advances
against their adversaries, not only de-
ploying effective military force but also
documenting their campaigns in social
media platforms such as Twitter and
YouTube. Exploiting the content and
metadata of these sources, fused with
data from traditional intelligence, surveil-
lance, and reconnaissance (ISR), could
yield significant data about those forces’
tactics, social networks, and geolocation
at particular times. Those data-intensive
streams would allow Western defense in-
telligence to build a high-fidelity picture
of these forces’ composition, materiel,
and disposition. They could thus provide
useful context and cueing for tactical
intelligence support. But they would add
little to the customers’ understanding of
the militants’ intent—their operational
plans and political agenda—or even some
elements of their capability, such as their
level of unit cohesion. Framing, solving,
and interpreting these puzzles, even for
tactical military intelligence problems,
require analytic judgment, attuned to
customer needs.

For mysteries, data may offer valuable
piecemeal insights, but expert analysts
need to do even more heavy lifting to
translate those insights into meaningful
assessments for customers. Expertise is
critical for inferring a target command-
er’s intent (as in the Ukraine and Iraq
irregular warfare examples above) and
even more so for assessments of complex
phenomena, such as political unrest. For
instance, a more perfect data-intensive
coverage of the Arab Spring unrest could
have provided better insights into the
depth of popular opposition to Arab re-
gimes or tactical warnings of intensifying
protests, but simply a better coverage of
social-networking or other data-intensive
tools would not have prepared Western
intelligence agencies to anticipate the
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revolutions. Twitter feeds alone could not
explain why revolutions swiftly consumed
regimes in Tunisia and Egypt, or explain
the difference in political trajectories in
Libya, Bahrain, and Syria. An actionable
intelligence response to Arab unrest
would have required marrying that da-
ta-intensive coverage with subject matter
expertise, comprehensive analyses of state
stability, and a receptive and agile policy
customer; big data without those factors
would have provided tactical tipping
of protests, not strategic warning of
regime collapse or civil war. For complex
problems, big data can provide a more
granular picture of the target, quickly and
with little effort, but the mystery can only
be anticipated or managed (if at all) by
the enterprise’s expert leaders and ana-
lysts, working closely with the customer.

Addvessing Knowledge Gaps. Some
big data proponents argue that new stor-
age and processing technologies should
allow users to collect and manage virtu-
ally all relevant data about a given object.
By examining the entire population of
data rather than a sample (that is, where
n = all), users could make direct obser-
vations rather than relying on inferences
based on partial data. Induction and
modeling would be unnecessary, replaced
by the volume and fidelity of a virtually
complete data set, manipulated by well-
tested algorithms. In this view, better
understanding only needs better data.

The quest for more data is all too
familiar for the Intelligence Community.
Built in the Cold War, when clandes-
tine collection was key to uncovering
scarce information, and reinforced in
the past decade of ballooning technical
ISR collection to support warfighters,
the community has developed as a col-
lection-centric system geared toward
plugging intelligence gaps or arith-
metically connecting the dots, and any
missteps or intelligence failures are most
commonly met with demands for more
or better data.® For some problems, ad-
dressing intelligence gaps is vital, and big
data will help—with both open source
and intelligence collection.

Complex phenomena, on the other
hand, are not so easily conquered by data.
For these, assessment agencies need to

address enduring knowledge gaps. Unlike
intelligence gaps, knowledge gaps have
no single, durable answer and may not

be required to directly support specific
decisions or actions. Rather, they are an
ongoing requirement, a framework to
guide collection and to improve deci-
sionmakers’ understanding as they seek
to execute a plan. These gaps would only
be satisfied—or, more likely, de-priori-
tized—when they are no longer essential
for decision advantage. More data can-
not close a knowledge gap. As a result,
knowledge gaps involve an inescapable
degree of uncertainty and limit analytic
confidence. They remain extremely useful
constructs to structure and prioritize in-
telligence collection and analysis, but they
also highlight the limitations of big data’s
utility to strategic analysis.

Knowledge gaps may be comprised of
multiple intelligence gaps, but critically,
they also require analytic interpretation
and judgment. For example, cataloging
the signatures of China’s new aircraft
carrier, charting the performance of its
aircraft and weapons systems, or tracking
its position on a patrol all represent intel-
ligence gaps with discoverable answers.
But understanding how that vessel might
be used by Beijing, in concert with
other capabilities in a crisis or as part of
a coercive strategy, would represent a
complex knowledge gap comprised of
many constituent intelligence gaps and
unknowable future courses of action that
are contingent, complex, and unpredict-
able. Data cannot reveal what does not
yet exist, such as adversary decisionmak-
ing in a crisis. For such knowledge gaps,
collecting and collating all relevant data
would not be sufficient; better data may
provide richer evidence for interpretation
and anticipation, but it would only be a
supplement to subject matter expertise
and rigorous tradecraft.

In defense intelligence, creating
knowledge requires more analyst effort
than closing intelligence gaps, but it is
also more important, at least to strategic
policy customers. Making sense of
complex systems and phenomena—
creating knowledge—is central to
sound decisionmaking. Some big data
optimists suggest that uncovering

A Modest Time Horizon
The pace of technological innovation
is extremely high and increasing.
Many of the consumer products
and underlying technologies that
have revolutionized the high-tech
sector have gone from prototype
to ubiquity in a few short years.
The iPhone—the device that made
mobile Internet routine—was
launched only in 2007. By 2008, the
number of mobile (WiFi) broadband
users overtook the number of fixed
(wired) users. The two giants of
social networking, Facebook and
Twitter, were both opened to public
use in 2006; by 2011 Twitter was
being credited with facilitating polit-
ical organization in the Arab Spring,
and by 2012 Facebook boasted more
than a billion members.

These technology applications all
had a widespread disruptive effect
in less than 5 years; other technolo-
gies such as the “Internet of things”
are yet to mature, and their impact
can scarcely be predicted. Big data
technologies present a complex set
of challenges that the Intelligence
Community (IC) will grapple with
for years, but the extreme pace of
technological change will continue.
Within another 5 to 10 years, the
high-tech ecosystem will probably
be unrecognizable, and the IC will be
faced with a radically different set of
risks and opportunities. Thus we can
only meaningfully project the impact
of existing disruptive technologies
with a maximum time horizon of
about 5 years—a period that will be
dominated by adoption of big data
technologies. Anything beyond that is
science fiction.

all relevant data for a problem (or
achieving z = all) should allow users

to draw reliable empirical correlations
without needing to understand causality;
indeed, in some fields, that may be
sufficient. But in intelligence analysis,
understanding causality is indispensible
because customers seek to take action

JFQ 79, 4" Quarter 2015

Symon and Tarapore 9



to influence outcomes, and actionable
intelligence support should accordingly
highlight causality, enable the customer
to understand their points of leverage,

be alert to key decision points, and act
effectively against threats or opportunities.
Understanding causality in the context of
customer requirements—in other words,
creating and applying knowledge—is thus
central to the IC mission.

Transforming the Enterprise
Simply passing the deluge of data on to
customers would be counterproductive;
even neatly presented fused data, absent
expert assessment and advice, would
only decrease the signal-to-noise ratio
of useful, actionable intelligence. Big
data are exacerbating that problem by
sharply increasing both the supply of
data available to the IC and the demand
for it from senior customers. Caught

in the middle, IC leaders will need to
adapt not only to the transformation of
analytic operations, but also to the func-
tions and staffing of the enterprise.

From Production to Sevvice Delivery.
In an environment of ballooning data
inputs and expected outputs, the IC
cadre of all-source analysts will find it
increasingly difficult to remain the original
producers of all finished intelligence for
their customers. Even with the anticipated
productivity dividends, the enterprise in
its current form will not be able to cope
with the pace or scale of the big data
challenge, for at least four reasons.

First, customer expectations are
already growing and outstripping the IC
capacity to adapt. As their decision cycles
continue to be compressed, customers
will demand immediate and data-rich
answers rather than lengthy deliberations
or vague and unverifiable “gut calls.”

Second, in the face of these
increasingly unforgiving expectations,
the current production process—tasking
collectors, collating and analyzing data,
and producing finished intelligence
reports—is too cumbersome and time-
consuming. If the IC rigidly sticks to that
process, dissatisfied customers will seek
their information elsewhere.

Third, these dissatisfied customers
will find data-intensive information

support from a proliferating array of
competing suppliers, from established
and nontraditional media to commercial
intelligence services, which can provide
quicker and more user-friendly answers—
at a tiny fraction of the IC enterprise’s
operating budget.

Fourth, the proportion of useful
information that is classified, the unique
province of the IC; is rapidly declining.
Increasingly, decision advantage hinges
on speedily integrating multiple streams
of data rather than on a well-placed spy—
and big data provide a wealth of open
source or gray information that can more
cheaply and automatically be deployed
for intelligence solutions. Classified
collection will remain indispensible,
but IC leaders will be incentivized to
more judiciously deploy those relatively
expensive and risky means against their
toughest hard targets.

With these clunky production
processes, tough competitors, and less
unique information, an unchanging IC
enterprise will face an urgent threat of
irrelevance. This threat sharpens already
existing incentives for assessment agencies
to reimagine their function, from the
current industrial-age model of linear
finished intelligence production to an
information-age model of integrated and
adaptive assessment service delivery. Even
without the advent of big data, a growing
body of literature on the state of the art of
all-source analysis argues that intelligence
agencies should cultivate a more intimate
relationship with their customers—to
better understand their requirements
and more effectively deliver influential
support—and to reconceptualize their
role from sole producers to service
providers.” Much of this literature
points to the importance of timely and
tailored on-call expertise (as distinct
from discrete written products) as a key
service for customers. The J2 briefing the
commander or the analyst briefing the
policymaker is an indispensable face-time
moment for both the customer and the
intelligence provider. The customers’
abiding preference for agile and
responsive in-person expertise will ensure
such services remain a prized feature of
assessment services.

Another key service the enterprise
could deliver is access to a much wider
network of expertise from across, and
from outside of, the IC. In this view,
assessment agencies would retain their
core analysis and production mission,
but to meet customers’ demand with the
best possible intelligence support, they
would also leverage networks of other
agencies, allied partners, commercial
sources, and cleared outside experts. In a
world awash in data, assessment agencies’
prime advantage will lie in the privileged
access to their customers; while they will
not be able to internally produce all the
answers, they should be able to tailor and
fine-tune intelligence solutions sourced
from intelligence collectors and from
elsewhere. This service then amounts
to enterprise management: using
networks of experts and data sources
and collaborative mechanisms including
social-networking tools to quickly address
priority knowledge gaps. Effective
enterprise management hinges on robust
integration with both those networks and
with the customer.

Renewed Importance of Staff
Functions. All-source analysts have
traditionally been the core skill set of
assessment agencies, and as we have
argued, big data create powerful
reasons to integrate data scientists
and software engineers into analytic
teams. Additionally, intelligence staft
functions—a greatly enabled version of
today’s collection managers as distinct
from all-source analysts—would be a
critical force multiplier by facilitating the
agency’s enterprise management roles.

In an enterprise transformed to provide
assessment services rather than simply
production, effective staff work would
form the vital connective tissue between
the assessment agency and its network of
collectors and partners.

The force-multiplying quality of these
staff functions will prove particularly
valuable as agencies seek to manage both
the demands of big data analytics and
resource constraints. Assuming the U.S.,
Australian, and other ICs will continue to
face tough budget and staffing pressures,
any future investment in data analytics—
related functions will likely come at the
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expense of all-source analyst capacity,
as analyst billets are retasked for new
data-related missions. Investing more in
staft functions would provide a scalable
solution for the agency to leverage more
external capacity to meet rising customer
demands—and a scalable solution to
maximize service delivery will become
particularly salient in case of future
budget or staffing cuts.

Thus, the future assessment agency
should have a more diverse ecology
of personnel. Rather than treating
all-source analysts as the sole core
competency and all other functions as
ancillary support, an effective assessment
agency that has adapted well to big
data—related disruptive technologies
will rely critically on the interaction of
three core job types, none of which can
be fully effective without the others:
data analytics disciplines, including data
scientists and software engineers, to
process and manipulate big data inputs;
all-source analysts, to provide expert
and customized assessment advice; and
intelligence staff functions, to manage
and enable the assessment agency’s
key advantage: its connections to the
customer and the rest of the enterprise.

Conclusion
Disruptive technologies carry implica-
tions not only for the work of the future
analyst, but also for the future assess-
ment agency. In particular, big data
and its associated trends should yield
enormous productivity and capability
gains. But these technologies will also
put pressure on the assessment agency
as a whole to move away from inter-
nally producing all their intelligence
and toward a service-provider model
in which it tailors intelligence solutions
sourced from across the IC and else-
where. Many of these implications apply
particularly to foundational military
intelligence, so they will not be felt
equally across the IC, and they will also
extend to deployed warfighter support
and collaboration with other govern-
ment agencies and allied partners.

Like no change since the end of the
Cold War, the advent of big data and data
analytics will compel abiding changes in

the IC. The risks and opportunities we
have outlined are foreseeable in the next 5
to 10 years; other disruptive technologies
not yet conceptualized (let alone fielded)
will have other, unknowable effects

in coming decades. The unknowable
nature of future disruptive technologies,
however, should not prevent IC leaders
from executing a big data strategy
immediately to transform both analysis
and the enterprise.

None of these changes is inevitable;
exploiting big data’s remarkable
opportunities and mitigating its risks
demand strategic vision. An adaptive and
effective defense intelligence enterprise
will need new IT tools, new skill sets,
and new business processes to embrace
innovative technologies, and these will
be costly. It will also entail a formidable
recruitment and training challenge not
only to cultivate a cadre of skilled data
scientists but also to train all-source
analysts on the uses and limits of data
analytics. Meeting the challenge of big
data will require investments of money
and resources, and some risk-taking
on new technologies and protocols—
precisely at the moment of tightening
budget constraints and post—-Edward
Snowden security sensitivities. These
investments will have to compete with
continued investments in the IC’s
treasured but exorbitant clandestine
collection platforms, and IC leaders
will need to make increasingly tough
decisions on allocating those resources.
As resources for traditional clandestine
collection shrink, the obvious solution
would be to reduce unnecessary
duplication and dedicate those rare
collection means to priority hard targets.

Most importantly, meeting the
challenge of big data requires disciplined
leadership to judge and maintain the right
balance between data-intensive analytic
functions, such as foundational defense
intelligence, and making sense of complex
phenomena for strategic intelligence
advice. Absent strong direction, big data
could easily become fetishized, where
the quantity of data collected, collated,
and processed becomes the measure
of the community’s effectiveness and
distorts the analytic agenda. Instead, IC

leadership must ensure that expertise and
tradecraft are at the center of analytic
operations and that knowledge creation
and assessment services are at the center
of enterprise management—all in the
service, ultimately, of decision advantage
for the customer. JFQ
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inaugural address as director of Defense Intelligence Agency
and commander gf Joint Functional Component Command
for Intelligence, Surveillance, and Reconnaissance, January
23, 2015 (Defense Intelligence Agency)

By Catherine Johnston, Elmo C. Wright, Jr., Jessica Bice, Jennifer Almendarez, and Linwood Creekmore

he Defense Intelligence

Enterprise is on the precipice

of tremendous change. The
global environment is experiencing a
mind-numbing quantity and diversity
of challenging crises. Perhaps not since
the end of World War II have so many
pockets of instability and change con-
fronted the Intelligence Community

(IC). These traditional security crises
are compounded by global demo-
graphic, economic, and climate chal-
lenges that need to be viewed through

the prisms of nontraditional disciplines.

Against the backdrop of this complex
operational environment, the volume,
velocity, and variety of data continue to
grow at a dramatic pace.! The early 21
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Intelligence Officer in the Defense Counter Terrorism Center at DIA. Jennifer Almendarez is a Strategic
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century has seen groundbreaking dis-
ruptive technologies adopted on a global
scale, and the pace of technology innova-
tion and further disruptive developments
looks to increase exponentially. Drivers
of technology innovation are no longer
simply government-funded initiatives;
commercial and private industries are
also involved. Individuals are increasingly
empowered with a low barrier of entry
for truly sophisticated technological
fields. The IC must take advantage of this
seemingly boundless information age by
leveraging large volumes of data, using
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innovative technology, and employing
common analytic strategies and tradecraft
to provide the United States and its allies
with critical information when and where
it is needed.

The Defense Intelligence Agency
(DIA) recognizes that the collective
response of these defense all-source
enterprises to such challenges will be
significantly limited by the stark realities
of fiscal austerity. The intelligence budget
is unsustainable given fiscal pressures,
and yet it is inadequate considering the
scope and scale of current and future op-
erational requirements. The solution will
not be in lobbying for additional funds—
mandated reductions and decreased
budget authorizations must be adhered
to—but rather in effectively transforming
our tradecraft and technology. We are
addressing the threat environment by
aligning our priorities with the 2014
National Intelligence Strategy objectives:
innovating the way we share data while
safeguarding it, managing the defense
intelligence analytic enterprise, investing
in our people, and working with our
partners.? In this article, we examine in
turn how we are doing in each of these
four areas. The article then concludes
with what the future of defense all-source
analysis might look like.

Innovating Information-Sharing
While Safeguarding Data

The defense intelligence ecosystem

has evolved rapidly over the past 10
years, but our analytic methodologies
have only incrementally adapted to the
changing environment. As of 2012,
more than 90 percent of the stored data
in the world had been created in the
previous 2 years.? Historically, informa-
tion in the IC was disseminated through
single intelligence discipline stovepipes
according to the specific sensor that
detected it. This method of receiving
data forced the all-source analyst to
hunt for and gather information in
these stovepipes—basically finding all
of the disparate pieces of information
and acting as the manual fusion engine
for single-source reporting. Given the
manual method of collecting informa-
tion, we estimate that at least 70 to 80

percent of an all-source analyst’s work
hours is spent searching and compiling
information, and less than 20 percent is
actually spent performing higher order
analytics of the assembled data.*

The crux of this inefficiency is the
onset of large electronic data sets that
have created challenges for analysts in
how they retrieve, mine, and amalgam-
ate information to glean key insights.

As automated data expand, analysts are
overwhelmed, with no reasonable chance
to find all the relevant information,
much less analyze it. Instead, analysts
spot-check roughly 1,400 data sources
for information they believe will be most
relevant.® This introduces hidden biases,
as analysts are more likely to seck data
sources that reinforce their preconceived
opinions. Unfortunately, data can be-
come operationally useful only if we can
make sense of it at the right time and in
the right context. The intelligence ana-
lytic enterprise must find a way to ensure
analysts can access data from areas, tools,
and platforms not previously discover-
able. This challenge is the driving force
behind DIA’s analytic modernization
initiative.

Working in conjunction with the
Director of National Intelligence’s
information technology strategy, the
IC Information Technology Enterprise
(ICITE, or “I'sight”), and the Mission
User Group, DIA is facilitating this
fundamental shift in the analytic envi-
ronment. The IC ITE architecture will
enable the Intelligence Community to
become more transparent, efficient, and
effective, moving us from an individual,
agency-centric model to an enterprise
model that shares resources and data. The
common cloud-based data architecture
will reconcile single-source, multi-source,
and all-source collection and analysis in
near real time. This new IT architecture
provides a tremendous opportunity to
reimagine our intelligence process in ways
that eliminate dissemination stovepipes,
increase multi-intelligence data-sharing,
and integrate knowledge at the data layer,
thus eliminating, or at least reducing,
the existing linear and labor-intensive
tasking, collecting, processing, exploiting,
and disseminating process. IC ITE will

significantly enable and make easier a
number of cross-agency analytic mod-
ernization efforts, such as object-based
production (OBP).

Object-based production is a concept
being implemented as a whole-of-com-
munity initiative that fundamentally
changes the way the IC organizes infor-
mation and intelligence. Reduced to its
simplest terms, OBP creates a conceptual
“object” for people, places, and things
and then uses that object as a “bucket”
to store all information and intelligence
produced about those people, places, and
things. The object becomes the single
point of convergence for all information
and intelligence produced about a topic
of interest to intelligence professionals.
By extension, the objects also become the
launching point to discover information
and intelligence. Hence, OBP is not a
tool or a technology, but a deliberate way
of doing business.

While simple, OBP constitutes a rev-
olutionary change in how the IC and the
Department of Defense (DOD) organize
information, particularly as it relates to
discovery and analysis of information
and intelligence. Historically, the IC
and DOD organized and disseminated
information and intelligence based on
the organization that produced it. So
retrieving a// available information about
a person, place, or thing was primarily
performed by going to the individual
repository of each data producer and/
or understanding the sometimes unique
naming conventions used by the dif-
ferent data producers to retrieve that
organization’s information or intelligence
about the same person, place, or thing.
Consequently, analysts could conceivably
omit or miss important information or
erroneously assume gaps existed.

OBP aims to remedy this problem
and increase information integration
across the IC and DOD by creating a
common landing zone for data that cross
organizational and functional boundar-
ies. Furthermore, this business model
introduces analytic efficiency; it reduces
the amount of time analysts spend or-
ganizing, structuring, and discovering
information and intelligence across the
enterprise. By extension, OBP can afford
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analysts more time for higher orders of
analysis while reducing how long it takes
to understand how new data relate to
existing knowledge. A central premise of
OBP is that when information is orga-
nized, its usefulness increases.

A concrete example best illustrates
the organizing principle of OBP and
how it would apply to the IC and DOD.
Consider a professional baseball team
and how OBP would create objects and
organize information for all known peo-
ple, places, and things associated with the
team. At a minimum, “person” objects
would be created for each individual di-
rectly associated with the team, including
coaches, players, the general manager,
executives, and so forth. As an example of
person-object data, these objects would
include characteristics such as a picture,
height, weight, sex, position played, col-
lege attended, and so forth. The purpose
is to create, whenever possible, objects
distinguishable from other objects. This
list of person-objects can be enduring
over time and include current and /or
past people objects or family or previous
team relationships.

In a similar fashion, objects could
be created for the physical locations
associated with the team, including the
stadium, training facility, parking lots, and
players” homes. The same could be done
for “thing” objects associated with the
team, such as baseballs, bats, uniforms,
training equipment, team cars/buses/
planes, and so forth.

With the baseball team’s objects
established, producers could report
information to the objects (for example,
games, statistics, news for players, or
stadium upgrades), which would serve as
a centralized location to learn about ac-
tivity or information related to the team.
Also, relationships could be established
between the objects to create groupings
of objects that represent issues or topics.
For example, a grouping of people-ob-
jects could be created to stand for the
infield or outfield, coaching staff, or team
executives. Tangential topics/issues such
as “professional baseball players involved
in charity” could be established as well.
Events or activities (such as games) and
the objects associated with them could

also be described in this object-centric
data construct. Moreover, the concept
could expand to cover all teams in a
professional baseball league or other pro-
fessional sports or abstract concepts that
include people, places, or things.

Similar to the example above, the
IC and DOD will create objects for the
people, places, things, and concepts that
are the focus of intelligence and military
operations. Topics could include South
China Sea territorial disputes, transna-
tional criminal organizations, Afghan
elections, and illicit trade. Much like the
sports example, IC and DOD issues have
associated people, places, and concepts
that could be objects for knowledge
management.

OBP is dependent on implemen-
tation, evolution, and maturation of
policies and technologies to set the
conditions for IC and DOD transition to
OBP as a core production process. OBP
services—as they relate to object manage-
ment, data storage and availability, access
control, and security—will largely depend
on the infrastructure, policies, and capa-
bilities that come with IC ITE.

OBP services will be delivered as a
back-end cloud-based platform service
within IC ITE and take full advantage
of enterprise security capabilities related
to access control and auditing.® IC ITE
will establish and recognize the elec-
tronic identity for all users across the IC
and DOD enterprises, with a comput-
er-recognizable understanding of the
types of data that each user is allowed to
access, regardless of agency affiliation.”

This IC ITE capability perfectly
complements OBP’s data-conditioning
standards to “atomize” data. Within
the OBP framework, as data are objec-
tified, individual data fragments (such
as individual facts about the object) will
be tagged with a classification. This is
effectively called atomization of data.®
Combining OBP’s data atomization and
IC ITE’s enterprise capability to recog-
nize user access privileges, object views
will be assembled dynamically based on
the role, authorities, and access of the
individual user at machine speeds on
enterprise IC and DOD data, regardless
of agency affiliation.” This is important

not only for data access control measures
but also for data-auditing purposes.
Enterprise managers will have a retriev-
able history of the types of data each user
accessed, potentially at the specificity of
knowing which individual object facts
were retrieved.

The path forward faces significant
challenges. Existing stovepiped processes
are well entrenched in DOD. Even in
its early stages, IC ITE will change both
analytic behavior and intelligence pro-
cesses, though current pilot programs are
not fully operational because the archi-
tecture is still stabilizing. Until we have
a stable architecture, we must maintain
the legacy system, data, and associated
processes. IC ITE-enabled analytic
integration and exposure to sources of
data at the point of system ingestion will
provide a much richer knowledge pool;
however, this integration will require a
concerted change-management program
to standardize changes across the Defense
Intelligence Enterprise and the IC.

Analytic efficiency, increased pro-
ductivity, and a stronger, more robust
intelligence enterprise are the promises
of analytic modernization. These big
data—enabled gains across the IC are par-
ticularly critical in a time of fiscal austerity
and an increasingly complex operational
environment. Austerity and complexity
will compel the community to function
as a cohesive, integrated, and responsive
unit. The pilot programs are already driv-
ing cultural and behavioral changes for
both collectors and analysts. Continued
community innovation in data-handling
methods will increase collection efficiency
and analytical accuracy. Ultimately, these
efficiencies will translate into height-
ened responsiveness and accuracy when
meeting the demands of warfighters,
policymakers, and national leaders.

In the future, an analyst will begin
the day at both the operational and
strategic levels by reviewing automated
aggregated data and deciphering anom-
alies to instantaneously begin interacting
with key strategic, operational, and
tactical colleagues. Collectors and ana-
lysts working together in a networked,
nonstovepiped environment will leverage
collaboration to focus collection and
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analytic assessments when informing
decisionmakers. Though these pilot pro-
grams are in their nascent stages, DIA is
committing time and resources to ensure
successful, full-operating capability. These
pilot programs are the basic building
blocks that will enable the true transfor-
mation of defense all-source analysis.

Managing the Defense
Intelligence Enterprise
Leveraging the Defense Intelligence
Analysis Program. A centralized man-
agement structure of the Defense Intel-
ligence Enterprise is necessary to drive
down duplication and create efficien-
cies across the enterprise to meet the
mission in an era of declining resources
and growing requirements. The Defense
Intelligence Analytic Program (DIAP)
Enterprise includes DIA, nine combat-
ant commands, five Service intelligence
centers, two subunified commands, and
the Commonwealth partners. Func-
tionally managed by DIA’s Directorate
for Analysis, DIAP ensures resources
are properly aligning to each enterprise
member’s core mission areas as defined
by the National Intelligence Priorities
Framework.

Prior to 9/11, the DOD Intelligence
Production Program (DODIPP) was the
managing entity of analytic production
components in the department. After
9/11, the establishment of DIAP dis-
mantled the unpopular DODIPP in favor
of'a decentralized program that essen-
tially allowed each member to perform
the entire breadth of capabilities for its
respective organizations, which in turn
created enterprise-wide duplications and
redundancies. DIAP shifted the focus
from quantity of production to level of
effort by measuring outcomes rather
than counting products. In this case,
“outcomes” refers to things that took
place as a result of analytic effort, such as
operations or special activities.

After DOD funding decreased in
2014 and 2015, DIAP was the only
vehicle through which the enterprise
could implement changes to defense
intelligence processes adjusted to
diminished resources. Today, DIAP
manages risk mitigation and requirements

Director of National Intelligence James Clapper gives testimony before Senate Intelligence Hearing,
January 30, 2012 (Kit Fox/Medill/Flickr)

prioritization. The new era of defense
intelligence analysis demands collab-
oration among all analytic partners.
Reduced funding countered by increasing
requirements necessitates unified effort
and much tighter integration among
enterprise members. Primary responsi-
bility resides where primary capability
resides, and this critical synchronization
of enterprise capabilities not only creates
trust among members, but it also enables
necessary transparency under the new
paradigm of shared responsibility.
Technology Solutions to Provide
Transparvency. DIA is investing in the
transparency needed to maximize the
efforts of every analyst with a suite of
initiatives and tools. The Source is a
consolidated production portal that will
function as an aggregator of all finished
defense intelligence, regardless of orga-
nization, on one site. It will improve and
increase discoverability for customers,
reduce the likelihood of duplicative

production, and bolster the expectation
that intelligence analysis relies on the
existing body of knowledge. The next
generation of The Source and the un-
derlying technologies, such as Defense
Intelligence Online, will add tools related
to production management, tasking, and
individual profiles.

One capability enables analysts
and customers to see trending analytic
subjects based on usage from across the
enterprise. This capability makes use
of an existing technology that tracks
intelligence use and aims to correlate pro-
duction and usage data for better security,
business analytics, and customer service.
In addition, production data are mined
to provide a “Find the Expert” capability
that ensures customers are able to contact
an expert for follow-on questions or for
future collaboration across the enterprise
on any given topic searched. By investing
in better tools to capture analytic levels
of effort (business analytics), we enable
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greater insight that allows every member
of the defense intelligence all-source ana-
lytic community to understand where the
enterprise must focus its efforts. Ensuring
that these technologies and data schemas
are common across the enterprise also
ensures a transparent baseline of informa-
tion to make more informed decisions.

Investing in Our People

Training and Caveer Management for
Common Understanding. In the longer
term, training and tradecraft that foster
confidence and trust in products across
the enterprise will need to be addressed.
Currently, even if analysts find the right
expertise or product, they must be
confident that their own analytic rigor

is mirrored in the products authored by
outside organizations. Even with all of
the tools and communication vehicles
available to analysts, an uncoordinated
product that is duplicative is easier than
trying to leverage outside expertise for a
collaborative, more holistic product.

To build the levels of professional
trust and skills needed for this degree
of sophisticated collaboration, DIA is
making strategic investments in training,
education, and professional development.
We will establish and measure critical
analytic skills for the Defense Intelligence
Enterprise through the analyst pro-
fessional certification program. The
program will assess analyst knowledge
and performance of critical skills and
emphasize continuous analytic profi-
ciency through lifelong learning. These
shared skill standards will ensure analysts
in the Defense Intelligence Enterprise
are synchronized in their use of analytic
tradecraft.

Improving and adhering to standards
ensure that all-source defense intelligence
analysts are equipped with the best trade-
craft and skills to perform at peak levels.
We have graduated two foundational
Professional Analyst Career Education
classes for new DIA analysts who received
extensive formal training in their first 6
months. We also have developed a cur-
riculum, which was rolled out in October
2014, geared for midlevel analysts and
has graduated six classes. We are also
refreshing our senior ranks with a 3-day

executive version—the third class was just
completed in September.

This robust training will give analysts
the skills for foundational and advanced
analytic tradecraft, and incorporate the
latest intelligence and academic methods
related to military capabilities, network
analysis, sociocultural analysis, analytic
design, and alternative futures. Most im-
portantly, this professional development
will ensure a superior level of tradecraft.
Investing in common training standards
will instill a culture of trust by creating
analytic cohesion and transparency. This
strategy is a cost-effective way for the
greater Defense Intelligence Enterprise
to minimize duplication and bolster ex-
isting networks to create analytic reserve
strength. Moreover, DIA understands
the need for hiring individuals with
nontraditional skills who can operate in
an environment where tools and meth-
odologies must change as quickly as data
evolve.

That said, the major challenge over
the next decade is to develop intelligence
officers who better understand the IC
apparatus. Analysts must have a broader
range of experiences outside traditional
intelligence analysis, in both strategic
and operational environments. We need
analysts who understand nontraditional
sources, work comfortably inside col-
lection platforms, fully comprehend the
strategic and operational needs of the
broad set of defense customers, and can
drive focused collection to address key
intelligence gaps by using quantitative
methodologies and innovative tools. In
the fiscally austere future, actively man-
aging intelligence officers will be critical
to ensure a collaborative, trusting, and
efficient enterprise.

Working with Our Partners

In an increasingly complex world with
a wide range of collection targets, we
must take advantage of not only our
own intelligence assets but those of our
foreign partners as well. DIA has always
recognized the enormous value of coa-
lition partners and the added value they
bring to collection and analysis. Their
collaborative participation has provided
an important outside perspective that

has informed our own in production

of strategic defense intelligence in both
joint and combined environments. We
must understand the culture of our
allies’ intelligence services and that their
intelligence collection employs different
methods, under different assumptions,
and with different analytical lenses.
Understanding these differences up
front facilitates seamless exchanges
during times of crisis, when relation-
ships are put to the test and are the
most valuable.

The United States and its allies
possess comparative advantages in
different regional and functional areas.
This potential allied strength should be
leveraged through delineating analytic
areas on which we can be interdependent.
For example, one of our allies may have
a comparative advantage in a part of the
world where the United States is less en-
gaged. By relying on that ally’s expertise
to cover that part of the “intelligence
perimeter,” we can realign our focus
on problems where our strengths lie.
Such mission-sharing is a smart invest-
ment for the enterprise and the broader
Intelligence Community.

This interdependence requires a high
level of trust and mutual commitment
between the United States and its intelli-
gence partners, as well as the acceptance
of some risk in those areas and the loss
of the expert knowledge that comes
with the day-to-day focus on them. Yet
in a time of fiscal austerity, deepening
partnerships will expand our capacity to
understand the operational environment
in mission areas with limited focus.

This is a fundamental reason that DIA
established its Five Eyes Center, with
Commonwealth allies working alongside
U.S. analysts to develop more efficient
and effective intelligence-sharing practices
while breaking down cultural-sharing
barriers.

Impediments to better integration
with our allies are a combination of a
traditional reluctance to share sensitive
information and policy and information
technology issues. These barriers must be
overcome. With analytic modernization
cfforts based in technology improve-
ments, information-sharing becomes
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casier for even the most junior analyst. As
that tagging of data is completed at the
“atomic” level, making the information
releasable without revealing sourcing be-
comes automatic. When analysts can see
the shared knowledge, collaboration with
allied partners becomes easier.

In the mid-term, DIA has placed
resources and people to reexamine our
security policies in light of the current
information environment. When in-
formation is shared in near real time
and highly dynamic situations render
analysis perishable, we cannot afford a
lengthy release process. We must put in
place the proper authorities and develop
agreements or understandings with allies
to mitigate becoming mired in process.
Over time, an ad hoc patchwork of agree-
ments will do little to address the holistic
concerns dealing with releasability. The
IC challenge is to ensure the range of
policy and authorities related to the com-
plex question of releasability deals with
the current operational environment and
technology.

Our allies and partners have been
an integral part of how we overcome
the complex operating environment
that requires both policy and technical
solutions to optimize our collaboration.
Synchronization of these efforts holds
great promise for focusing and integrat-
ing the capabilities of DIA with those of
our allies and partners.

The Future Look of Defense
All-Source Analysis

The challenges that defense intelligence
faces are complex and will require inno-
vative solutions if we are to maintain a
strategic advantage. Fortunately, more
than a decade of integrated operations
in the field has provided a blueprint.
Joint operations have already proved
that the hardest problems are solved
not by a single intelligence discipline

or single agency. Breakthroughs derive
from technological advances that
naturally enhance cross-intelligence
discipline collaboration and elimination
of organizational and cultural barriers.
Yet the field is not the hallways of Wash-
ington, and the operational boundaries
between brigades are not the inter-

Afghan National Army soldiers wait for updates during runoff elections at Forward Operating Base
Gamberi, Laghman Province, Afghanistan, June 14, 2014 (U.S. Army/Dixie Rae Liwanag)

agency community. What worked in a
forward area cannot always be gener-
alized to another venue, and we do a
disservice if we try to directly translate
lessons that worked in an interagency
task force in Afghanistan to a large

and complex organization such as DIA
without adapting such lessons to the
scale of the organization and the unique
processes inherent therein.

The operational interaction with
intelligence will look different in the
future. Historically, operators have been
given a lengthy analytic paper or a large
intelligence annex describing enemy
composition, disposition, and most likely
courses of action. In the future, using ana-
lytic models of enemy doctrinal templates,
the IC will create a dynamic environment
that will enable the warfighter and poli-
cymaker to interact with enemy weapons
systems, command and control appa-
ratus, and doctrine in a more dynamic,
iterative environment.

A current example of this modeling
and simulation (M&S) technique has
been developed at DIA’s Missile and
Space Intelligence Center (MSIC). MSIC
analysts, in close cooperation with their
National Air and Space Intelligence
Center (NASIC), National Ground
Intelligence Center (NGIC), and
Office of Naval Intelligence /Farragut

Technical Analysis Center (ONI/FTAC)
counterparts, are providing combatant
commands with projected threat ca-
pabilities to counter U.S. contingency
operation plans. These threat perfor-
mance assessments, requested specifically
by the planning elements at the major
commands, have led to significant mod-
ifications to existing contingency plans,
including target allocations; munitions se-
lection platform routing; weapons tactics;
targeting rules of engagement; and intel-
ligence, surveillance, and reconnaissance
placement. These innovative techniques,
refined through years of iterative process
improvement, are now adopted for use
in the U.S. research, development, and
acquisition communities.

Building on these M&S-based
analyses for the combatant commands,
MSIC is leading development of the
next generation of integrated analysis
capability. The Integrated Threat Analysis
and Simulation Environment (ITASE)
provides DOD with a modeling and
simulation capability to predict the ho-
listic performance and eftectiveness of
foreign and U.S. weapons systems and
plans. ITASE, which is jointly developed
by DIA/MSIC and NASIC, NGIC,
and ONI/FTAC, establishes a standard
solution for integrated weapons system
modeling, simulation, and analysis across
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Japanese nationalist far-right group Ganbare Nippon stages Senkaku Islands protest, January 23,
2013 (Wikimedia Commons)

intelligence production centers. The
environment brings together disparate
weapons systems models from different
1C organizations to evaluate complex
scenarios, including examinations of
antiaccess/area-denial and contested
and degraded environments. This type
of analysis is the future and is integral
to how customers interact with the ava-
lanche of intelligence data.

Leaders of large intelligence organi-
zations must take what action they can to
overcome obstacles that organizational
history presents them. This future of a
modernized analytic environment will
succeed only when leaders foster the
breakdown of single-source stovepipes,
invest in the modernization of analysis,
drive efficiencies across the enterprise,
invest in people, and partner with our
allies. The real art of such leadership is to
identify the key elements that will change
the organizational culture and to work to
operationalize those elements.

Defense intelligence must become
better organized, and the synchroniza-
tion effort through the leadership of DIA
can increase cooperation throughout the
defense intelligence all-source analytic
community, increasing the cogency of
analytic effort and the effectiveness of

collection. The challenges of big data
that analysts face will be mitigated by
how we develop our personnel and the
tools and concepts we provide that opti-
mize their abilities.

Ultimately, DIA must support the
warfighter across the spectrum of military
operations; that is the benchmark by
which all of our actions must be mea-
sured. In the 21 century, warfighting
effectiveness includes a great deal more
than active combat; it includes the full
range of military options open to our
national leadership, from security force
assistance to nuclear war. The Defense
Intelligence Agency and the defense
intelligence all-source analytic enterprise
must position themselves for success now
and in the future, creating a collaborative
intelligence environment with allies, part-

ners, and the Intelligence Community. JFQ
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Improving Joint

Interagency Coordination
Changing Mindsets

By Alexander L. Carter

oint interagency coordination is

incredibly important but difficult

work that is hampered by cultural
differences among team members and
an absence of clear and focused per-
formance measures. Despite some rare
successes in interagency work between
the Department of Defense (DOD)
and other partners in the past 20

years, successful interagency teamwork
remains elusive across the combatant
commands. This article examines the
recent history of joint interagency coor-
dination, discusses some of the key cul-
tural and organizational impediments
facing these teams, and introduces a set
of performance measures for immediate
use across these commands. These

Major Alexander L. Carter, USAR, is a U.S. Army Civil Affairs Officer. He currently works in the Leader
Development Division in the U.S. Army Human Resources Command at Fort Knox.
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measures, if adopted by these teams,
would positively impact performance
and inform our senior civilian and mili-
tary leadership on the nature of how we
exercise national power to support our
allies and defeat our enemies.

Why It Matters

Clearly, the world is getting more dan-
gerous and unpredictable, and not just
within the traditional paradigms of war
and conflict. There have been global and
regional conflicts involving the United
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States, but there have also been natural
and manmade disasters (hurricanes,
carthquakes, tsunamis, oil spills, refugee
crises, and so forth) around the world.
And we have supported our allies and
friends in their own humanitarian and
disaster recovery efforts. At the discre-
tion of the President and Congress, we
have responded to many of these events
by typically leveraging our military
resources through any one of the unified
combatant commands. Increasingly,
these manmade and natural conflicts and
disasters create a new and much more
complicated set of challenges—that is,
wicked problems—for our military plan-
ners. These problems require a different
set of skills, ones that are increasingly
being sourced outside of our military
structure and institutions.

Wicked problems are almost impos-
sible to solve. For example, there are
multiple stakeholders whose interests are
linked to the problem(s). Wicked prob-
lems are unique; they are not discrete.
Typically, as the wicked problem gets
analyzed, it morphs into a new or different
set of problems.! In short, those holding
opposing viewpoints would (and should)
approach these problems from different
biases, perspectives, and experiences in
order to create a “shared understanding
of the problem[s],”? especially when
they cannot be “solved by traditional
processes.” Thus, the U.S. military’s op-
portunities to work more closely with its
non-DOD (that is, interagency) partners
have never been more relevant and timely.
We cannot solve or attempt to solve these
wicked problems without the expertise
and skills of those drawn from all of our
instruments of national power (diplomatic,
information, military, and economic, or
DIME),* including those from outside
the government sector (contractors,
academicians, not-for-profit agencies, cor-
porations, and so forth). Joint interagency
teams, therefore, should be increasingly
viewed as attractive forums and vehicles
to leverage our combined national power
in support of U.S. interests, at home and
abroad. So how has joint interagency work
evolved and progressed (or not) over the
years, and what lessons can help us make
better use of these unique organizations?

Ups and Downs

In the last 25 years, the U.S. experience
with joint interagency coordination

has evolved, spurred by our military
interventions in Panama (1989-1990),
Somalia (1992-1994), and Haiti
(1994-1995).% Reflecting on those
interventions, President Bill Clinton
issued Presidential Decision Directive
56, “Managing Complex Contingency
Operations,” in May 1997, which estab-
lished standardized processes and struc-
tures relating to joint interagency coor-
dination.® However, a report reviewing
the directive criticized the joint inter-
agency environment, citing a continuing
lack of a “decisive authority and . . . the
contrasting approaches and institutional
cultures.”” Later, with our involvement
in the wars in Iraq and Afghanistan,
President George W. Bush promulgated
national-level guidance relating to joint
interagency coordination on December
7,2005: National Security Presidential
Directive 44, “Management of Joint
Interagency Efforts Concerning Recon-
struction and Stability.”® The directive
expanded the need for joint interagency
coordination across the “spectrum

of conflict: complex contingencies,
peacekeeping, failed and failing states,
political transitions, and other military
interventions.”’

Another key publication that contin-
ued the evolution of joint interagency
coordination was Joint Publication (JP)
3-08, Interorganizational Coordination
During Joint Operations,'® which es-
tablished guidance within DOD on
the structures and processes in place to
support joint interagency coordination,
including key U.S. Government agency
responsibilities and lead designations for
different types of military and nonmilitary
interventions. JP 3-08 also formalized a
joint interagency team structure that U.S.
Central Command had created years ear-
lier: the Joint Interagency Coordination
Group. The goal of JP 3-08 was to:

provide sufficient detail to help Combatant
Commanders, subordinate Joint Force
Commands, their staffs, and joint in-
teragency pavtners understand the Joint
Interagency Coordinating Group (or

equivalent organization) as o capability to
enable the coovdination of all instruments
of national power with joint operations.!!

It is during this period of recent
history, and with the backdrop of these
supporting directives and policies, that
we can point to some rare but relevant
success stories with joint interagency
work, despite organizational and cultural
obstacles. Two such examples are the
Bosnian train and equip program and
Joint Interagency Task Force-South.

Congress funded the Bosnian train
and equip program following the Bosnian
war and the 1995 signing of the Dayton
Peace Accords.!? The objective of the
program was to provide the Bosnian
Federation military force with training,
weapons, and other types of equipment
to build up their capability to defend
themselves against the neighboring
Serbian military. An interagency task
force that drew its ranks initially from
DOD, the Department of State, and the
Central Intelligence Agency was created
to oversee the program.

At the outset, the task force faced
significant challenges. Initially, it had “no
money, no equipment, and no training.”3
But during the first 2 years of opera-
tion, the task force was able to obtain
adequate funding, secure and execute
critical training contracts, obtain weapons
(mostly donated from other countries),
and overcome anti-U.S. sentiment against
the program at home and abroad. Yet in
writing about the task force, its former
deputy Christopher Lamb asserts that
its success was due to a combination
of organizational, team, and individual
variables. Ultimately, Dr. Lamb surmised,
the train and equip program “rectified
the military imbalance between Bosnian
Serb and Federation forces, reassuring the
Bosnians and sobering the Serbs,”'* and
it “facilitated the integrated approach the
United States pursued in Bosnia, proving
remarkably adept at implementing its con-
troversial security assistance program.”!®

Another example of interagency
success is Joint Interagency Task Force—
South (JIATF-South), headquartered
in Key West, Florida. Its mission is to
conduct “interagency and international
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detection and monitoring operations, and
the interdiction of illicit trafficking and
other narco-terrorist threats in support

of national and partner nation security.”¢
Since its latest formation in 2003, when

it combined with another task force
(JIATE-East), the team’s composition

has reflected a diverse body of team
members including all branches of the
U.S. military, U.S. Coast Guard, Drug
Enforcement Administration, Federal
Bureau of Investigation, National Security
Agency, National Geospatial-Intelligence
Agency, Central Intelligence Agency, and
U.S. Customs and Border Protection.
Additionally, JIATF-South has a plethora
of international partners across the region.
Over the past 10 years, JIATE-South’s
accomplishments have been impressive,
with its successes allowing “JIATF-South
to stand toe-to-toe with the drug traffick-
ers . . . driving up their costs, cutting their
profits, raising their risk of prosecution
and incarceration, and forcing them to
divert their trade to less costly destinations
.. . accounting for roughly 50 percent of
global cocaine interdiction.””

Despite these two examples of
interagency successes, however, joint
interagency coordination within the
combatant commands continues to be
difficult to achieve despite publications,
speeches, briefs, endless memoranda,
directives, and working groups. For
example, two combatant commands
were the subject of a 2010 review by
the U.S. Government Accountability
Office (GAO)." In its report, GAO
cited that U.S. Africa Command
(USAFRICOM) demonstrated some
practices that “sustain collaboration, but
areas for improvement remained”!? in
key staff work associated with linking
geographic combatant command theater
security cooperation plans to country
and Embassy strategic plans. In addition,
USAFRICOM staft had “limited knowl-
edge about working with U.S. embassies
and about cultural issues in Africa, which
has resulted in some cultural missteps.”?°

U.S. Southern Command, on the
other hand, was viewed as having “mature
joint interagency processes and coordi-
nating mechanisms,”?! but GAO was
still critical of the command’s handling

Specialists prepare to investigate mock chemical weapons inside training village of Sangari at Joint
Readiness Training Center, Fort Polk, Louisiana (40" Public Affairs Directorate/William Gore)

of its logistical support to the 2010 Haiti
carthquake disaster relief effort and the
command’s underlying joint interagency

planning and staffing processes.?> The U.S.

Agency for International Development
expressed similar disappointment in its af-
ter-action review of that same relief effort,
commenting that, in effect, the military
commanders on the ground were not
adequately educated on the humanitarian
assistance /disaster relief operations.??
Why do some interagency teams suc-
ceed while others struggle? In reviewing
the examples of the Bosnian train and
equip program and JIATE-South, Dr.
Lamb writes that both interagency teams
were successful because they exhibited 10
positive “determinants of effectiveness”

within 3 broad performance areas: orga-
nizational (purpose, empowerment, and
support), team (structure, decisionmak-
ing, culture, and learning), and individual
(composition, rewards, and leadership).?*
A successful team will generally have
positive indicators within these areas.
Similarly, in reviewing interagency teams
or environments that were not successful,
it can be argued there were negative indi-
cators assessed within these same areas.

Culture Clash and Structure
Two indicators of interagency team
success or failure that deserve additional
enquiry relate to the team’s culture and
structure. Perhaps joint interagency
coordination can be challenging because

JFQ 79, 4" Quarter 2015

Carter 21



the individuals and institutions they
represent are so different in terms of the
cultures and organizational structures.
For example, in comparing military offi-
cers (DOD) with Foreign Service Offi-
cers from the Department of State, the
contrasts in approach and style are sig-
nificant. For example, whereas the DOD
mission is to prepare for and fight war,
the State mission is to conduct diplo-
macy. Unlike DOD, State does not see
training as a major activity or as import-
ant for either units or individuals. DOD
is uncomfortable with ambiguity, but
State can deal with it. Doctrine is seen as
critical to DOD but not to State. Where
DOD is focused on discrete events and
activities with plans, objectives, courses
of action, and endstates, State is focused
on ongoing processes without expecta-
tion of an endstate.?® DOD views plans
and planning as a core activity, yet State
views a plan in general terms to achieve
objectives but values flexibility and
innovation.?® Is it any wonder, then, that
“most Foreign Service Officers spend
the majority of their time engaging their
host-nation equivalents, not directing
actions along a line of subordinates?”?”

If we are to become more effective
with joint interagency coordination,
DOD must understand and appreciate
the value that joint interagency partners
bring to the fight. Joint interagency
coordination cannot “be described like
the command and control relationships
for a military operation. . . . [U.S.
Government] agencies may have different
organizational cultures and, in some
cases, conflicting goals, policies, proce-
dures, and decision-making techniques
and processes.”?® Because of the cultural
and ideological differences between
DOD and non-DOD participants, the
level of commitment exhibited by mem-
bers of this joint interagency team may
vary tremendously, which will prevent or
impede the team’s ability to become a
“high performance group.””

Joint interagency teams can organize
themselves in many ways to accomplish
their mission. Too often, though, they
face challenges in governance—how
work gets done and by whom. One
observer noted, “The principal problem

of joint interagency decisionmaking is
lack of decisive authority; there is no
one in charge.”® In reviewing the more
scientific study of organizational psy-
chology, an argument can be made that
joint interagency teams fit the definition
of “leaderless groups,” which are those
that “usually do not have a professional
leader or facilitator who is responsible for
the group and its functioning.”?! Instead,
members assume the role of leader or
facilitator. The purpose for which the
group was created can become lost or
blurred over time. Group members who
assume the role of leader are likely to
be untrained in group leadership and
consequently may not understand group
dynamics and how to manage group
leadership tasks. These groups may run
the risk of groupthink that produces a
situation where disagreement and dif-
ferences are not tolerated.® Some basic
team tasks, such as enforcing ground
rules and team norms, may not be ac-
complished. Finally, team meetings may
lack structure, focus, or direction.
Given these cultural and structural
challenges, joint interagency teams may
benefit from a common set of standards
or measures to strive toward, linking them
with common standards and norms. Joint
interagency teams may benefit by using
some methods to evaluate how effective
they are within their respective combatant
commands. The questions surrounding
measurement of joint interagency teams,
however, are initially daunting: How do
you measure teamwork? How do you
measure coordination? How do you
quantify a group’s success when most of
its products and services (such as advice)
are not quantifiable? Should we compare
our joint interagency efforts to other
similar organizations or functions in other
combatant commands? Any measures
adopted by the team must be clear, unam-
biguous, and unifying to the team.

Performance Measures

Group behavior and performance in a
joint interagency group would be most
effectively harnessed and channeled by
focusing on agreed-upon performance
measures. Introducing these critical
few measures would help channel

discussion, focus, and overall results.
The framework developed by Lamb
provides a good starting point to assess
the environment within which any joint
interagency operates.** But actionable
measures within this framework are
needed to tie individual, team, and
organizational performance together.
What measures are needed?

The military typically refers to
measures of effectiveness (MOEs) and
measures of performance (MODPs). MOEs
are defined as criteria used to assess
changes in system behavior, capability, or
operational environment that are tied to
measuring the attainment of an endstate,
achievement of an objective, or creation
of an effect. MOPs are defined as criteria
used to assess friendly actions tied to
measuring task accomplishment.®® Taken
together, these measures can inform and
drive team performance if built and reg-
ularly reported on. According to JP 3-0,
Joint Operations, “continuous assessment
helps the Joint Force Command and
joint force component commanders
determine if the joint force is doing
the right things (MOE) to achieve its
objectives, not just doing things right
(MOP).”3 MOEs and MOPs add
concrete, tangible indicators of whether
a joint interagency team is operating
effectively, but these measures should be
grouped according to a general area of
observation or performance.

Both are important types of measures
for the purposes of driving joint inter-
agency team behavior and performance. In
the table, the first column includes the 10
Postulated Determinants of Effectiveness
that serve as an overall performance frame-
work through which to measure level of
joint interagency success; the second col-
umn specifies the Supporting Measures.
This column is a collection of example
performance measures (a combination of
MOEs and MOPs).

Building and Using

Performance Measures

The work of joint interagency teams
could and should be measured primarily
in how they produce advice, conduct
coordination, and, in some cases,

lead the combined U.S. Government
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Table. Postulated Determinants of Effectiveness and Supporting Measures

Mission, goals, objectives, and measures regularly reviewed and adjusted by sponsoring agency or command leadership.

Purpose Customer satisfaction surveys consistently score in "meets” or "exceeds” expectations in terms of interagency products, services, and
support.
Team members are able to speak and make resource decisions on behalf of their home agency.
Empowerment One or more team members are deployed with joint task force or equivalent organization in support of a regional event requiring a U.S.
whole-of-government response.
A percentage of theater security cooperation activities and exercises is supported and resourced by non—U.S. Government partners
annually.
Support ) ' . ) : : -
Development of Annex V and supporting theater campaign plans (TCPs) is led by a Senior Executive Service (SES) civilian froman
interagency partner.
Leadership of team (facilitator) is rotated monthly on a random basis.
X members of the joint interagency team are permanently staffed/embedded within the combatant command’s current or future
Structure operations directorate (J33 or J35).

Team member tours are at least 12 months and no more than 36 months in length.

Ratio of assigned versus authorized joint interagency billets is equal at each combatant command.

Decisionmaking

A percentage of TCPs is completed with joint interagency input annually.

A number of combatant command’s TCPs are synchronized with country work plans annually.

A number of non-DOD personnel from joint interagency teams are formally trained on DOD combatant command planning processes.
A percentage of joint interagency personnel who have received onsite Embassy briefs from country teams within the combatant

Culture command's area of operation is present.
Location of team meetings is rotated monthly on a random basis.
Cultural briefs/social events among DOD, State Department, and other interagency partners are held on a quarterly basis.
A number of intergovernmental/nongovernmental organizations (IGOs/NGOs) partner with combatant command and/or State
Department participating in TCP reviews, discussions, and plan approvals.
A percentage of joint interagency personnel who receive foreign language training (and tested) annually through combatant
) command or home agency are present.
Learning A number of joint interagency personnel (non-DOD) who have system access to a combatant command's Theater Security
Cooperation Management System (or equivalent) are present.
Team-sponsored symposiums on joint interagency work within the region occur.
Team-authored articles on joint interagency work within the region are published.
Team members represent the full spectrum of support that can be provided through joint interagency coordination (governmental,
Composition IGO, NGO, nonprofit, business sector).
Level of funding for mobilized Reservists who support joint interagency exercises (civilian expertise) is equal.
Formal and informal training opportunities are offered to joint interagency team members based on informal group consensus-driven
Rewards “Order of Merit List” based on individual contributions to supporting team products and services.
Performance evaluations are completed by general officer/SES equivalents.
A number of wicked problems are introduced, discussed, and solved annually relevant to the team'’s area of responsibility.
Leadership Quarterly state of interagency work is briefed to senior leadership who provide support to the joint interagency team or command

(DOD, State Department, other).

Source: Table based on Christopher J. Lamb with Sarah Arkin and Sally Scudder, The Bosnian Train and Equip Program: A Lesson in Interagency Integration of
Hard and Soft Power, INSS Strategic Perspectives 15 (Washington, DC: NDU Press, March 2014), 57.

response to planned or unplanned
events around the world in support of
national interests and as directed by
senior diplomatic or military leadership.
But how does one truly measure team-
work? How can performance measures
really gauge how well team members
cooperate or how well they provide out-
standing staff support to their command
or joint activity? To answer this ques-
tion, the team should understand the
areas of performance that it can influ-
ence within its structure and mission by

conducting a team assessment of where
it stands and where it needs to go. This
is done through three simple steps.
First, a team self-assessment must be
conducted using the framework areas of
performance, focusing on where the team
rates generally positively or negatively for
cach of the 10 areas within the framework.
For example, one team’s members might
review the framework and self-assess that
while they generally are doing fine in the
areas of composition, decisionmaking, and
leadership, they believe that they could do

better in culture, structure, and empow-
erment. This initial and subjective team
assessment sets a baseline for where to
improve team performance. This should
be a subject of hearty discourse and heated
debate—an agenda item that may be best
planned as a singularly focused offsite
retreat. Second, the team should identify
a set of a few critical measures (5—7 MODPs
or MOE:s within the table) across orga-
nization, team, and individual areas. The
team may choose the ones offered in the
table or create others more appropriate,
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Crew of Coast Guard Cutter Stratton stands by to offload 34 metric tons of cocaine in San Diego, California, August 2015 (U.S. Coast Guard/Patrick Kelley)

adhering to the principle of definition
that each measure be specific, measurable,
attainable, relevant, and timely.?” Third,
cach measure must be selected with the
endstate of improving joint interagency
team results.

The team should then assign someone
to be responsible for collecting the data
and tracking and reporting the team’s
progress against each agreed MOP and
MOE. That person is also responsible for
helping to define where the team wants
to go with that area of performance. As
such, the measure will have some clear
thresholds of what determines underper-
forming, performing, or overperforming.
The point is that the team determines
which measures are right for it and charts
a path forward on how to achieve success
in these measures.

Any joint interagency team members
can take the measures they have adopted
to help them channel their individual and
collective energies toward more produc-
tive activity. Measures will give the team

focus, direction, and added meaning
as team members seek to support their
command organization, whether it be
a combatant command or some other
joint activity. Individuals will benefit from
being able to link their efforts and contri-
butions to the team. They will be able to
report back to their parent commands or
agencies in a more factual and descriptive
manner, informing their leadership in
richer ways about how their agency is
supporting this joint effort. But these
measures will not only drive performance
and results within each joint interagency
team; this new model or framework with
its supporting measures also has the
opportunity to influence and inform the
most senior levels of military leadership.
There are many forms of joint inter-
agency team constructs within the U.S.
Government. The more familiar ones
may be found within unified combatant
commands or even at Embassies, but
there are others. Regardless of where
they are and whom they support, these

teams operate within an enterprise,
driven by either senior military or
civilian leadership. These teams may
ultimately report to four-star generals,
Federal agency administrators, gov-
ernmental senior executives, or even
specially appointed directors with qua-
si-governmental jurisdiction and powers.
All of these leaders are charged with the
responsibility to support their organi-
zational or enterprise mission and track
progress toward goals and objectives on
a regular basis. The measures developed
for joint interagency teams can be a
critical component of a leader’s evalu-
ation of how joint interagency teams
are supporting their “customers.” One
technique borrowed from the business
sector that is worth a brief mention is
the power of comparing similar activities
(in this case, joint interagency coordi-
nation) across geographies (that is, U.S.
Southern Command, U.S. European
Command, U.S. Central Command) or
even comparing similar functions (that
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is, theater security cooperation activi-
ties). Why do this?

As senior leaders are facing increas-
ingly complex problems within their
areas of interest and operation and are
being asked to do more with less through
appropriated funding constraints, they
also are having to question the efficiency
and effectiveness of the programs and ac-
tivities for which they are responsible. By
comparing similar activities or functions
using the same measures, leaders could be
better informed about the resource and
manpower decisions they make within
these joint support activities.

Many leading businesses, whether in
the manufacturing, service, or retail in-
dustries, for example, regularly score their
performance using industry standard mea-
sures. Using this internal assessment, they
can see how their company performance
stacks up against other similar companies
in the same industry. For example, a
manufacturing company may have as one
of its key measures or metrics a need to
capture “purchase order cycle time.” This
would be a metric that would be regularly
updated, reported on, and assessed relative
to how other companies were performing
in this same metric. Information on this
measure would be collected from various
sources on a regular basis. It is assumed
that this metric is so universal that a com-
parison of company-level performance
across the industry would be instructive
because it would allow the company to see
how it is doing relative to its peers—where
it stands. This review offers the company
an external, independent look at a part of
its operations and usually motivates it to
improve upon key aspects of its business.
This process is called benchmarking, which
can be defined as:

a standard of performance . . . bench-
marking helps organizations [to] identify
standards of performance in other organi-
zations and to import them successfully to
their own. It allows them to discover where
they stand in velation to others. By identi-
fying, understanding, and comparving the
best practices and processes of others with its
own, an organization can target problem
aveas and develop solutions to achieve the
best levels of government.3

Soldier with 5 Battalion, 3 Field Artillery Regiment, 17t Field Artillery Brigade, 7" Infantry Division
readies firefighting gear at unit headquarters on Joint Base Lewis-McChord, Washington, August
2015 (28" Public Affairs Directorate/Patricia McMurphy)

Benchmarking is an example of a
productivity solution (or management
tool) in the business world that can be
properly applied to the joint interagency
environment. Another way to look
at benchmarking (which should have
increasing relevance to the government
in light of continuing Federal budget
challenges) is as “the routine com-
parison with similar organizations of

administrative processes, practices, costs,
and staffing, to uncover opportunities to
improve services and /or lower costs.”®
Ciritics of using self-defined measures
to benchmark themselves against others
might be afraid of what they may find.
As Jeremy Hope and Steve Player write,
“Benchmarking is the practice of being
humble enough to admit that others are
better at something than you are and
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wise enough to learn how to match or
even surpass them.”*® Proponents of this
benchmarking practice, on the other
hand, argue that “setting aspirational and
directional goals can inspire and motivate
teams. The process recognizes that ev-
erything is connected and achieving any
one goal depends on making progress
towards all others.”*!

The measures introduced above
should be further discussed, defined, and
operationalized within each combatant
command. With adopted measures in
place, joint interagency teams are better
able to chart a course of improvement by
understanding where they are (baseline)
and where they need to go (endstate).
But these measures by themselves are of
limited value if they are not put in the
broader context of how similar joint inter-
agency activities are performing across the
combatant commands, since each of these
commands competes for funding and
resources. For example, are there some
measures that should be candidates for
comparison across combatant commands,
despite their differences in mission, cli-
mate, geography, the type of interagency
supported historically provided, and
so forth? How can we compare joint
interagency activities across the DOD en-
terprise using metrics defined within our
own combatant command?

Final Thoughts

The United States will continue to be
called upon to support its allies and fight
its enemies across a broad spectrum of
conflict. Our measured response to each
of these calls for help should not be
confined to purely military or diplomatic
lines. As we see more wicked problems
taking the world stage, we must look

to our joint interagency teams and the
commands and agencies they represent
to deliberate on and provide advice
across the full range of our national
instruments of power (DIME). But
these teams will continue to be ham-
strung by cultural clashes and structural
challenges unless changes are put in
place to properly structure and support
these teams. By doing so, the teams
could leverage the combined talents and
resources from capabilities across gov-

ernment, the nonprofit sector, academia,
and even the business sector.

These changes to our joint inter-
agency teams would involve a mental
shift in the way they (and others) evaluate
their performance through meaningful
performance measures. These measures
must gauge not only whether we are
doing things right, but also whether we
are doing the right things. Through the
adoption of a performance framework
and supporting measures, teams can
channel their energies, talents, and re-
sources to support the leaders entrusted
to represent national interests overseas.
With measures in place and teams prop-
erly aligned, the Nation’s leaders, civilian
and military, can begin an informed
dialogue about how to potentially assess
and benchmark team performance that
cuts across and transcends geographies,
jurisdictions, and commands. JFQ
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U.S. Army paratroope['gs_,as'signed to 1%Battalion,
503 Airborne Infantry Regiment, 173 Afrbothe
Brigade Combat Team prepare to jump wifffe
conducting airborne operations during e*"_ﬂ'é
Allied Spirit Il at U.S. Army’s Joint Multin
Readiness Center in Hohenfels, Germany,

13, 2015 (U.S. Army/Matthew Hulett)

By Jeffrey M. Shanahan

ince the term first appeared in

U.S. Army Field Manual 100-5,

Operations, published in 19821
mission command has steadily risen to
prominence as the Armed Forces’ pre-
ferred command and control (C2) strat-
egy.? In fact, “the decentralized execu-
tion of centralized, overarching plans™
permeates joint and individual Service
publications across the spectrum of mil-

itary missions, from amphibious warfare
to stability operations.* Yet arguably
mixed results and seemingly slow
progress in applying the concept to the
stability operations mission set in Iraq
and Afghanistan over the last decade
have called into question the efficacy

of the approach and its suitability to
Phase IV contexts. The increasingly
strategic, political gravity of otherwise

Lieutenant Commander Jeffrey M. Shanahan, USN, is the Program Manager for the Air Training
Program of the Chief of Naval Air and is on the Staff of the Chief of Naval Air Force Reserve.

tactical decisions in such environments,
it is argued, renders the risks associated
with decentralized execution simply
too high,® while the decidedly robust
and capable nature of contemporary
U.S. military communications networks
leaves the approach ostensibly unnec-
essary. Furthermore, the complexity,
turbulence, and dynamism inherent in
postconflict environments make setting
the clear, concise objectives and engen-
dering the shared understanding so
critical to successful mission command
exceedingly difficult.®
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Local police, government leaders, and villagers gather outside new Anaba District Center in Panjshir Province, Afghanistan, August 11, 2008, to view
weapons turned in through Disbandment of Illegal Armed Groups program (DOD/Jillian Torango)

Paradoxically, many of these same
characteristics necessitate the highly
adaptable, flexible, and rapid decision
and execution processes that mission
command is uniquely suited to afford.
Phase IV operations rarely provide clear
distinctions among offensive, defensive,
and stabilization efforts, demanding
a C2 system capable of quickly tran-
sitioning from one mission set to the
next, and often encompassing all three
simultaneously.” Solutions must be tai-
lored, often to individual communities
or villages,? leaving a one-size-fits-all
approach inefficient at best, and more
often entirely ineffective. Adversary C2
networks, despite paling in technological
sophistication compared to U.S. systems,
are quick, elusive, and highly efficient,
demanding that U.S. approaches afford
superior speed and flexibility as minimum
capabilities.? Finally, the significant in-
crease in applicable stakeholders inherent
in stability operations—coalition and

interagency partners, nongovernmental
organizations, and private volunteer orga-
nizations—render traditional military C2
structures ill suited to the more holistic,
team-based solutions required.!?

In an attempt to address these
competing concerns, this article ex-
amines the effectiveness and suitability
of mission command as it pertains to
postconflict stability operations. This is
accomplished through a brief analysis
of two decentralized C2 approaches
as well as a more detailed examination
of three contemporary initiatives in
Operation Enduring Freedom (OEF)
and Operation Irag:i Freedom (OIF). In
short, it is posited that acknowledged
shortcomings in the success of stability
operations in OEF /OIF are attributable
not to underlying weaknesses in mission
command as a theoretical construct, or
to its lack of suitability to Phase IV oper-
ations, but to a failure to meet fully the
prerequisites so critical to the concept’s

success. Ultimately, mission command
remains an essential tool in overcoming
the complex challenges inherent in Phase
IV operations, and an essential tenet of
U.S. military doctrine, one that should be
further refined, developed, and studied

as a means of ensuring future operational
effectiveness.

Historical Context

The concept of distributive, decentral-
ized leadership and mission execution
in military operations is by no means
new. Emerging in response to decisive
defeats by Napoleon at Jena and Auer-
stidt in 1806, the concept is generally
attributed to Field Marshal Helmuth
von Moltke the Elder, Prussian and
then German Chief of Staff from 1857
to 1888.11 First termed Auftragstaktik,
the theory hinges upon the dispersed
decisionmaking, initiative, and creativ-
ity of subordinates, each guided by a
superior commander’s larger objectives,
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constraints, and intent.!? U.S. interest in
mission command, despite the evidence
of'its dramatic potential displayed by
German tactical ingenuity during World
War I1,'® and the more obvious limita-
tions of the U.S. penchant for central-
ized C2 processes in Vietnam,!* did not
begin in earnest until confronted by the
numerical superiority of an impending
Soviet Cold War threat.!® Notwith-
standing the relative diminishment

of that threat in recent decades, the
increasing complexity and dynamism of
the modern battlespace and the world as
a whole account for continued interest
in mission command as a fundamental
C2 concept among U.S. and several
international forces.!¢

The strategy was most recently re-
emphasized as central to U.S. military
operations and culture in particular by
General Martin Dempsey in a white
paper entitled Mission Command, pub-
lished in April 2012. General Dempsey
noted, “Our need to pursue, instill, and
foster mission command is critical to our
future success in defending the nation in
an increasingly complex and uncertain
operating environment.”” As described
by the general, mission command is char-
acterized by three overarching attributes
or enablers: understanding, intent, and
trust.!® These principles also generally
complement those identified by research-
ers studying the Dutch military’s mission
command doctrine: autonomy of action,
clarity of objectives, adequacy of means,
and trust between commanders.'® Taken
in sum, such attributes reflect a contin-
ually evolving understanding of mission
command as a guiding C2 strategy, yet
also highlight the credible challenge in
adequately quantifying what remains a
fundamentally psychosocial leadership
theory. Nonetheless, the widespread and
lasting appeal of decentralized mission
execution is abundantly clear.

Likewise, the prevalence of stability
operations as a contemporary military
mission set, and the concept’s devel-
opment as a refinement of the more
generalized term military operations
other than war,?® is increasingly apparent.
In fact, a 2004 Defense Science Board
study found that, on average, the United

States has conducted postconflict stability
operations every 18 to 24 months since
the end of the Cold War, with each
operation lasting from 5 to 8 years.?!
Moreover, while stability operations in
Afghanistan and Iraq have undoubtedly
taken center stage among U.S. foreign
military interests, Michael J. McNerney,
former Director of International Policy
and Capabilities in the Office of the
Deputy Secretary of Defense for Stability
Operations, notes that additional, con-
current Phase IV operations conducted
in the Philippines, Yemen, Georgia, and
the Horn of Africa are clear evidence of
the firmly entrenched nature of stability
operations as a 21%-century U.S. military
mission set.??

U.S. military doctrine, however, has
been slow to acknowledge this stark
reality. Not until November 2005, with
the issuance of Department of Defense
Directive 3000.05, were stability op-
erations established as “a core U.S.
military mission” to be afforded “priority
comparable to combat operations.”? An
accompanying U.S. Army field manual
dedicated to the subject was not re-
leased until October 2008, and a joint
publication of the same name did not
appear until September 2011.%5 Even
more recently, then-Secretary of Defense
Chuck Hagel suggested in 2014 that
fiscal year 2015 defense budget proposals
would limit the U.S. military’s ability to
conduct future stability operations on the
magnitude of those seen in OIF /OEF ¢
perhaps reigniting the debate concern-
ing Phase IV operations as a core U.S.
military competency. The strategic im-
plications of this discourse are ultimately
well outside the scope of this article, but
both the enduring nature of stability
operations as an inevitable consequence
of armed conflict, and the prevalence of
such operations in the post—-Cold War
environment, are impossible to ignore.

Two Decentralized

C2 Antecedents

While the U.S. military’s doctrinal
commitment to mission command and
the prevalence of Phase IV operations

as a contemporary military mission are
readily evident, less so is the relationship

between the two, and more specifically,
the potential and suitability of decen-
tralized C2 constructs in meeting the
daunting challenges presented by stabil-
ity operations. Prior to assessing mission
command’s validity in modern postcon-
flict contexts, however, it is prudent to
consider its historical antecedents. While
some form of Phase IV operation has
accompanied virtually every sustained
U.S. combat effort, the two in which
C2 decentralization efforts bear closest
resemblance to OEF /OIF stability
operations, and the two therefore most
suited to comparison, are those con-
ducted during the Philippine-American
and Vietnam wars.

At the conclusion of formal hostil-
ities in the Philippines in 1902, U.S.
efforts to stabilize the country and its
population were largely based upon the
decentralized, tactical unit execution
of larger strategic and operational in-
tent. Employing more than 500 small
garrisons throughout the islands,” the
United States succeeded in neutralizing
the remaining insurrection and stabilizing
the Filipino population within 1 year of
conflict termination,?® an accomplish-
ment made all the more remarkable by a
decade of similar struggle in OEF /OIF.
According to historian John Morgan
Gates, ultimate success in stability
operations in the Philippines was attrib-
utable to both the broad distribution of
American units as well as to the wide vari-
ety of techniques and tactics employed by
localized subordinate commanders.?’ In
fact, the writer purports that much of the
credit for any transfer of American ideals
or conventions to the subsequent colonial
government was a result not of a grand
operational initiative, but rather the rela-
tionships between individual soldiers and
the Filipino population.®

While the positive impact of de-
centralization in stability operations
during the Philippine-American War
is strikingly obvious, its effectiveness
during Phase IV of the Vietnam War
is less palpable, largely overshadowed
by more conventional approaches that
met with eventual failure.?! While ad-
mittedly slow in reaching its ultimate
form, the U.S. Civil Operations and
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Revolutionary Development Support
(CORDS) program, organized around
small civil-military provincial teams
positioned throughout all 250 districts
in South Vietnam,* is heralded as a de-
finitive bright spot in an otherwise dark
U.S. experience.® In fact, it has been
suggested that a more comprehensive
commitment to the program as a prior-
ity in Vietnam may have ensured U.S.
victory in the conflict.®* Regardless, the
notable success of the CORDS program
is attributable in large part to its decen-
tralization. Characterized by significant
levels of local adaptation, senior CORDS
leadership “specified only the chain of
command, certain functional sections,
and a presence at the district level, but
left subordinates free to adjust the orga-
nization to the circumstances.”® Such an
approach, based in the empowerment of
subordinate commanders to act within

a broad set of operational guidelines, to
determine how to accomplish the what
and why specified by superior command-
ers, lies at the heart of mission command.
While certainly not without its limita-
tions, the historical precedent for the
effectiveness of the concept in Phase IV
operations is undeniable.

Contemporary Conflicts

History will also judge the lasting effec-
tiveness of decentralized C2 strategies
in contemporary conflicts, and yet a
more detailed analysis of U.S. efforts
to exercise mission command in OEF/
OIF is warranted as a means of assess-
ing the concept’s continued applicabil-
ity to Phase IV operations. Three such
efforts are examined in this pursuit: the
Commander’s Emergency Response
Program (CERP), the Provincial
Reconstruction Team (PRT) construct,
and the Village Stability Operations
(VSO) program. Arguably, the more
mixed success in the majority of these
initiatives relative to their historical
antecedents renders them invaluable in
assessing the assertion that U.S. strug-
gles with stability operations in OEF/
OIF are due more to larger failures to
set the aforementioned conditions for
mission command than to any weakness
in the strategy itself.

Commander’s Emergency Response
Program. CERP, first initiated in Iraq
and later in Afghanistan, was designed to
provide tactical commanders direct access
to discretionary endowments in sup-
port of postcontlict reconstruction and
development efforts.3 First funded by
recovered Ba’athist Party cash stockpiles
discovered in Baghdad during the 2003
invasion, the program sought a more
flexible, adaptive, and timely solution to
the challenges of Phase IV operations at
the local level.?” Stated simply, the idea
was to allow “soldiers who are patrolling
the streets, and have a ground-level
view of people’s needs, to make a quick
impact without having to go through the
bureaucratic details that government con-
tracts usually require.”*® These impacts,
though decided on and executed by sub-
ordinate leaders, were to be governed by
larger objectives, constraints, and report-
ing mechanisms set by joint task force
and geographic combatant command-
ers.¥ Recognition of the program’s initial
success led to the appropriation of U.S.
funds in continued support of the initia-
tive in Iraq, and later accounted for its
adoption in Afghanistan.*® Remarkably,
CERP grew to encompass more than 10
percent of Afghanistan’s gross domestic
product by 2010,* and inspired the de-
velopment of a commander’s handbook
titled Money as a Weapons System, pub-
lished in April 2009.#

Despite its popular success, however,
CERP has been the subject of much
criticism. Washington Post columnist
Ariana Eunjung Cha highlights concerns
that the program provided zo0 much
autonomy to local commanders, who
possessed little to no detailed knowledge
regarding contracting or development
operations, and that a relative lack of su-
pervision generated a system susceptible
to corruption.*® Foreign Policy columnists
Andrew Wilder and Stuart Gordon
similarly cite a lack of contextual and cul-
tural understanding on the part of U.S.
military commanders concerning the
fundamental “zero-sum nature of Afghan
society and politics,” with aid projects
often “creating perceived winners and
losers” and subsequently producing a
decidedly de-stabilizing effect.** And, in

an Interagency Journal article, Timothy
D. Gatlin suggests that CERP, like

many military initiatives, is ultimately
susceptible to a larger military culture in
which short-term, largely quantitative
measures of performance are prized over
longer term, more qualitative measures
of effectiveness. As a result, CERP
initiatives, Gatlin argues, often failed to
consider larger sustainability issues,* and
the subordinate commanders responsible
for them often lacked adequate forces to
ensure consistent supervision and security
of reconstruction efforts.*®

Taken together, these criticisms
highlight the credible limitations of de-
centralized C2 strategies in postconflict
stability operations. However, suggesting
that these shortcomings invalidate the
concept of mission command in such
contexts altogether ignores the signifi-
cant successes enjoyed by the program.
In merely 1 year in Iraq, for example,
CERP-funded initiatives resulted in 999
water and sewage repair projects; 1,758
road, bridge, and similar infrastructure
reconstruction ventures; 188 humanitar-
ian relief distribution efforts; 742 projects
aimed at facilitating local government
standup; the refurbishment of over 400
schools; and the repatriation of countless
Iraqis displaced by the conflict.*” More
importantly, evidence suggests that such
largely quantitative measures, at least
in part, were successful in achieving the
desired qualitative effect. “When well
spent,” notes Mark S. Martins, CERP
“funding convinced Iraqis of coalition
commitment to their well being, in-
creased the flow of intelligence to U.S.
forces, and improved security through
economic conditions.”*

A closer examination of the criti-
cisms also highlights ambiguous and
often competing operational objectives.
While perhaps not consciously stated or
intended by superior commanders, an
amalgamation of security, stability, eco-
nomic development, and humanitarian
assistance goals, each a distinct mission
in its own right, undermined the clarity
of intent so crucial to effective mission
command.* The improperly prioritized
reward systems further exacerbated
this phenomenon, as subordinate
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commanders were frequently forced to
choose between the needs of the local
community and the favor of higher head-
quarters.®® Finally, the lack of adequate
force strength with which to supervise
and provide security for CERP initiatives
reflects a failure to ensure that appropri-
ate means to accomplish the mission were
afforded to subordinate commanders,
another key prerequisite of mission
command.
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Soldiers rehearse night-raid training mission as part of Steadfast Javelin II, a NATO exercise focused on increasing interoperability and synchronizing
complex operations between allied air and ground forces through airborne and air assault missions (USEUCOM/143™ Expeditionary Sustainment C)

Provincial Reconstruction Teams.
Much like CERP, the PRT concept, first
introduced by U.S. forces in the capital
of Afghanistan’s Paktia Province, Gardez,
in December 2002,°! was designed to
confront the diversity inherent in the
country’s distinctly provincial and tribal
culture.’> Comprised of relatively small
and highly autonomous civil-military
teams, the overarching objectives of the
PRT system were the extension of the

Afghan government at the provincial
level, security of ongoing interagency
and nongovernmental organization
operations, intelligence and informa-
tion-gathering and dissemination, and
the facilitation of minor reconstruction
and development efforts.*® Individual
teams were ultimately responsible to
regional area coordinators, an executive
steering commiittee, and the International
Security Assistance Force headquarters,
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Students of Sar Asyab Girls High School in Kabul sing national anthem of Afghanistan at ribbon-cutting ceremony commemorating completion of new
school funded by U.S. Forces—Afghanistan Commander’s Emergency Response Program (U.S. Air Force/Jordan Jones)

which set broad operational objectives
and constraints.>*

C2 strategies were characteristically
loose, seen as consultative rather than di-
rective, exhibiting a definitive preference
for decentralization.” Like CERP, the
PRT program has been lauded for “great
success in building support for the U.S.-
led coalition and respect for the Afghan
government. . . . [It has] played import-
ant roles in everything from election
support to school-building to disarma-
ment to mediating factional conflicts.”®®

In recognition of these successes,
in November 2005 the model was also
adopted in Phase IV operations in Iraq.”
While divergent in structure and organi-
zation from its OEF counterpart (OIF
PRTs were civilian led, not military-led
OEEF teams), the overall objectives of
the program in Iraq remained relatively
constant® and clearly demonstrated
the U.S. belief in, and commitment to,

the decentralized execution of stability
operations.

In spite of these notable accomplish-
ments, McNerney notes that “PRTs
always have been a bit of a muddle,”
plagued by “inconsistent mission state-
ments, unclear roles and responsibilities,
ad hoc preparation, and most important,
limited resources [ that] have confused
local partners and prevented PRTs from
having a greater effect.”® These senti-
ments are echoed by Mark Sedra, who
adds that the strict and frequent turnover
of PRT personnel rendered achieving
unity of effort difficult,®® and by Touko
Piiparinen, the lead political advisor to
PRT Meymaneh in 2006, who notes
that a complete lack of standardization
in PRT structure often set the conditions
for constant change within the PRT de-
cisionmaking process.®! Former Foreign
Service Officer Mark Dorman, in refer-
ence to OIF PRTs in particular, notes

that teams were consistently established
without regard for whether the province
in question had truly shifted from conflict
to stability,*? without clear objectives or
authority,®® and with wholly inadequate
logistical support, often lacking basic
office supplies in what came to be com-
monly, albeit tragically, referred to as the
“pencil problem.”®*

Such criticisms are undoubtedly
alarming and well justified, yet again
signal a failure not in the decentralization
of C2 in stability contexts, or in the
adoption of mission command itself,
but rather an unequivocal failure to
recognize, appreciate, and cultivate the
conditions for its success. A failure to
establish commander’s intent prohibited
a unified and cohesive response to stabili-
zation, characterized by “the impression
that the PRTs were to be observing
and facilitating everything—being all
things to all people—but not actually
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accomplishing anything vital to the politi-
cal or military mission.”®® The competing
priorities of civilian and military leader-
ship, and the same ambiguous assessment
mechanisms that troubled CERP ini-
tiatives, further limited clarity of intent
and prevented a common understanding
among PRT leaders and their operational
commanders.®® For example, perfor-
mance measurements with regard to the
Disbandment of Illegal Armed Groups,

a common PRT mission, oscillated be-
tween the qualitative sociopolitical signals
valued by civilian leadership and the
quantity of weapons collected prioritized
by military superiors.” Finally, inadequate
human and material means with which

to accomplish the assigned mission both
limited the program’s potential success
and undermined the mutual trust so cen-
tral to mission command.

In sum, each of these shortcomings
inhibited the overall effectiveness of
decentralized C2, not because it was
unsuited to Phase IV operations but
because it was never given a chance to
work. In fact, it may be argued that in
the absence of the aforementioned con-
ditions, mission command was not, in
fact, being exercised at all; rather, some
amorphous or mutated form of C2 falling
well outside the doctrinal spectrum was
being employed. The resulting effect, as
expressed from the perspective of Foreign
Service Officers, was often that of being
let go or abandoned, a mere “pin on a
map” seen as politically favorable but
lacking the true mission focus or com-
mitment of senior leadership.®® Further
evidence of these conclusions is provided
by the fact that PRT performance was
assessed to have improved significantly as
the program’s objectives became clearer
and focused; as sufficient personnel,
equipment, and financial support were
provided; and as tour lengths of PRT
personnel were extended (allowing more
time to build common understanding
and trust).®® As a more specific example,
James A. Russell argues that the issuance
of Integrated Civil Military Campaign
Plans by General Stanley McChrystal
and Ambassador Karl Eikenberry in the
summer of 2009, and by General David
Petracus and Ambassador Eikenberry in

early 2011, were instrumental in clarify-
ing objectives and priorities within the
stabilization and reconstruction effort,
“nest[ing] tactical operations by military
units and supporting activities by civilian
agencies with the operational and strate-
gic levels of the war.””°

Village Stability Opevations. While
the effectiveness of CERP and the PRT
program was undoubtedly mixed, a third
U.S. attempt at mission command, the
VSO program, has met with decidedly
more consistent success. Started in the
fall of 2009, the program is led predom-
inantly by U.S. special operations forces
(SOF) in conjunction with limited civil
affairs and military information support
operations personnel. The overall goals
were to facilitate organic village-level
security capability through the develop-
ment of Afghan Local Police (ALP) and,
much like the PRT program, connect
local community leaders to larger district
and provincial governments.”! Exhibiting
the essence of mission command, former
VSO participant and SOF operator Rory
Hanlin describes the program as “char-
acterized by managing and completing
a vast array of seemingly unrelated tasks
that interact in complex unimaginable
ways, all in a system of decentralized
execution.””? That such efforts have
achieved notable progress in many areas
of Afghanistan is well documented in
terms of notable reductions in coalition
and civilian casualties, security incidents,
and enemy-initiated attacks, as well as
a November 2011 national intelligence
estimate that cited VSO as markedly
more successful than other coalition ini-
tiatives.”® The 2012 and 2013 iterations
of the Department of Defense Report on
Progress Toward Security and Stability in
Afyhanistan similarly highlight the VSO
and ALP programs as making consider-
able advancements in the stability of rural
Afghanistan and its population.”

While admittedly of limited duration
relative to CERP and the PRT program,
the fact that VSO have thus far enjoyed
more consistent success in the application
of decentralized C2 strategies to Phase
IV operations is quite clear. In fact,
the seemingly stark contrast in results

between the CERP/PRT and VSO

initiatives begs the question: what made
the ultimate difference? In large part,
the disparity seems attributable to VSO’s
more comprehensive satisfaction of the
conditions and prerequisites for effective
mission command.

While still significantly ambiguous,
the relatively more narrow objectives set
for VSO by senior operational leaders,
namely the development of ALP forces
and connection of community leaders
to the larger district and provincial gov-
ernment, resulted in greater clarity and
understanding of commander’s intent by
subordinate units. Likewise, the highly
specialized cultural and linguistic training
of SOF relative to more conventional
forces undoubtedly facilitated the deeper
contextual understanding so critical to
effective mission command—and so
critically lacking within CERP.”® Such
factors are also likely to have positively
influenced the trust that operational
leaders were willing to place in VSO
unit commanders compared to their less
specialized PRT counterparts, fulfilling
another key condition for decentralized
C2. The significantly more limited scope
of VSO compared with CERP and PRT
efforts, as well as the more reliable fund-
ing and personnel support provided to
SOF, ensured means were adequate to
conduct the mission assigned. Finally, the
adoption of more reasonable and accu-
rate assessment mechanisms for the VSO
program, considered fluid and constantly
evolving in response to local conditions,
limited the disunity of effort that seemed
to plague the CERP and PRT models,”
reinforcing shared understanding of what
was to be accomplished and why, but
leaving the bow in the hands of subordi-
nate commanders.

The limited critiques that have been
offered regarding VSO rightly center
upon the program’s long-term sustain-
ability. Developing ALP in sufficient
numbers to ensure Afghanistan’s contin-
ued stability is likely to stretch U.S. SOF
capability to the limit, and continued reli-
ance upon U.S. funding for the project is
a credible challenge.”” Furthermore, while
the specialized cultural and linguistic
training possessed by SOF is undoubt-
edly a mission command multiplier, it is
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impractical and far from financially fea-
sible to expect the same level of training
to be afforded on any large scale, though
some would argue that U.S. ranks are
“flush with highly-trained, highly-intelli-
gent, and highly-capable Soldiers [who]
would serve as ideal supplements to the
VSO mission.””® Likewise, it is increas-
ingly politically difficult for the United
States to limit the scope of its stability
operations to those areas that force capa-
bility will allow—though lessons learned
from operational art would suggest that
limiting the scope would be a prudent
course of action.

Conclusion and
Recommendations

Ultimately, the challenges mentioned
herein, while irrefutably significant, do
little to dismiss the fact that mission
command is both the best and arguably
the only command and control con-
struct capable of maximizing the success
of postcontlict stability operations in a
global environment increasingly char-
acterized by complexity and disorder.
Furthermore, it is apparent that in

the absence of the concept’s prerequi-
sites—intent, understanding, trust, and
means—success in Phase IV operations
will continue to prove elusive and
inconsistent. How, then, might opera-
tional commanders best create, develop,
and sustain an environment conducive
to the decentralized execution so critical
to effective stability operations? While
by no means all encompassing, several
lessons may be deduced.

The first is that the intricacy and
dynamism inherent in contemporary
postconflict contexts are unlikely to
diminish, and may in fact continue to
increase in future conflicts.” This real-
ity will also undoubtedly increase the
already substantial difficulty faced by
senior leaders in clearly and concisely
articulating operational objectives and a
larger commander’s intent. Thus, senior
leaders must grow comfortable in em-
bracing several concurrent lines of effort,
often with seemingly wide divergence
along the stability operations spectrum,
and in prioritizing them as clearly as
possible for subordinate units. Security,

counterinsurgency, humanitarian assis-
tance, development, and other stability
goals must be made as distinct as possi-
ble, and coupled with a clearly delineated
precedence that allows subordinate com-
manders to quickly shift and adapt their
missions as conditions change. Likewise,
assessment mechanisms must be flexible
and robust enough to assess largely
qualitative effects, placing no undue
pressure on subordinate commanders to
adopt a strategy unsuited to the contex-
tual nuances of the unique and perhaps
completely opposite situation they might
face compared with units only yards or
miles away.

These are difficult challenges, and
while certainly worthy of an operational
commander’s best effort, the pursuit of
the remaining preconditions for mission
command (understanding, trust, and
means) may prove more fruitful. In fact,
research suggests that increasing capabil-
ity in these areas may offset the deficiency
in clarity of objectives associated with
the ambiguity often inherent in Phase
IV contexts.®® Increased levels of under-
standing or trust between superior and
subordinate commanders, for example,
may facilitate effective mission command
even in the absence of clear intent.

As evidenced by the success of the
VSO program, increases in linguistic or
cultural training have the potential to im-
prove stability operations outcomes, and
these should continue to be a focus for
both special operations and conventional
forces to the maximum extent feasible.
With respect to the challenges to any
large-scale cultural awareness program,
however, McNerney’s suggestions con-
cerning the integration of conventional
forces into VSO units, and vice versa, are
worthy of further development. Ensuring
training and exercises integrate and
encourage collaboration of capabilities
is also essential moving forward, and
will undoubtedly enhance the common
understanding so central to trust and
effective mission command.

Finally, operational commanders must
continue to ensure that adequate means
are provided to subordinate commanders
for the objectives assigned, or reduce the
scope of those objectives accordingly.

While seemingly obvious, and a basic
principle of effective operational design,
shortcomings in this area in OIF /OEF
suggest that it is a lesson worth reem-
phasizing. The reality is that significantly
more personnel and material resources
are often required to execute stability op-
erations than more traditional or visible
Phase I1I operations;®! a failure to rec-
ognize this reality undermines not only
the effectiveness of mission command
strategies, but also more broadly the U.S.
stability mission as a whole.

The success of decentralized com-
mand and control in postconflict stability
operations is largely dependent upon the
extent to which the preconditions for
mission command are set and maintained
by operational leaders, and not by any de-
ficiency in its suitability to such contexts.
In fact, contemporary Phase IV envi-
ronments are simply too complex, too
dynamic, and too localized to adopt any
command and control strategy other than
mission command. While an undoubtedly
daunting challenge, the U.S. military’s
doctrinal commitment to the construct
is well founded, and every effort should
be made to ensure its adoption, refine-
ment, and perfection by forces engaged
in current and future stability operations.
Enduring success depends upon it. JFQ
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The NDU Foundation
Congratulates the Winners of the
2015 Writing Competitions

Chairman of the Joint Chiefs of Staff, and Joint Force Quarterly essay

_|_ he NDU Foundation is proud to support the annual Secretary of Defense,

competitions. NDU Press hosted the final round of judging on May 15-16,
2015, during which 24 faculty judges from 15 participating professional military
education institutions selected the best entries in each category. The First Place
winners in each of the three categories are published in the following pages.

Secretary of Defense National
Security Essay Competition

In 2015, the 9% annual competition was
intended to stimulate new approaches to
coordinated civilian and military action
from a broad spectrum of civilian and
military students. Essays were to address
U.S. Government structure, policies,
capabilities, resources, and /or practices
and to provide creative, feasible ideas on
how best to orchestrate the core compe-
tencies of our national security institu-
tion. The NDU Foundation awarded
the first place winner a generous gift
certificate from Amazon.com.

First Place

Lieutenant Colonel Wallace R.
Turnbull ITI, USAF

Air War College

“Time to Come in from the Cold (War):
Nuclear Force Structure for an Uncertain
World”

Second Place

Colonel Patrick J. Dolan, USAF

Ay War College

“It Is Time for an International
Convention to Ban Permanent Human
Enhancements for Warfighting Purposes”

Third Place

Commander William G. Dwyer,
USCG

U.S. Army War College

“Interesting Times: China’s Strategic
Interests in the Arctic”

Chairman of the Joint
Chiefs of Staff Strategic
Essay Competition

This annual competition, in its 34"
year in 2015, challenges students at
the Nation’s joint professional military
education institutions to write research
papers or articles about significant
aspects of national security strategy to
stimulate strategic thinking, promote
well-written research, and contribute
to a broader security debate among
professionals. The first place winners
in each category received a generous
Amazon.com gift courtesy of the NDU
Foundation.

Strategic Research Paper

Lieutenant Colonel (P) Patrick
Michael Duggan, USA

U.S. Army War College

“Strategic Development of Special
Warfare in Cyberspace”

Second Place

Lieutenant Colonel Michael S. Miller,
USAF

Air War College

“Hybrid Warfare: Preparing for Future
Conflict”

Third Place

Major Jesse W.J. Hamel, USAF

Air Command and Staff College
“Adaptive Airpower: Arming America for
the Future Through 4D Printing”

Strategy Article

First Place

Lieutenant Colonel Robert William
Schultz, USA

U.S. Army War College

“Countering Extremist Groups in
Cyberspace”

Second Place

Lieutenant Commander Graham C.
Winegeart, USN

Naval War College (Junior)

“The Strategic Significance of China’s
Recent Focus on the Rule of Law”

Third Place

Colonel Samuel L. Calkins, USA
National War College
“Recommendations on Reforming
Strategy Development and
Implementation”
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Joint Force Quarterly Kiley Awards
Each year, judges select the most influential articles from the previous year’s four issues

of JFQ, Three outstanding articles were singled out for the Kiley Awards, named in
honor of Dr. Frederick Kiley, former director of NDU Press.

Best Forum Article Best Recall Article (tie)
Brett T. Williams, “The Joint Force Bert Frandsen, “Learning and Adapting: NDU Foundation
Commander’s Guide to Cyberspace Billy Mitchell in World War 1,” JFQ 72 The NDU Foundation is a nonprofit
Operations,” JFQ 73 and 501(c)(3) organization established

J. Darren Duke, Rex L. Phillips, and in 1982 to support and enhance the
Best Features Article Christopher J. Conover, “Challenges mission and goals of the National
Joris D. Kila and Christopher V. in Coalition Unconventional Warfare: Defense University, America’s preemi-
Herndon, “Military Involvement The Allied Campaign in Yugoslavia, nent institution for military, civilian,
in Cultural Property Protection: An 1941-1945.” JFQ 75 and diplomatic national security
Overview,” JEQ 74 education, research, outreach, and

strategic studies. The Foundation
promotes excellence and innovation in
education by nurturing high standards
of scholarship, leadership, and profes-
sionalism. It brings together dedicated
individuals, corporations, organiza-
tions, and groups that are committed
to advancing America’s national secu-
rity and defense capabilities through
the National Defense University. The

y Foundation provides NDU with pri-
\ F vately funded resources for:
“ = Education, Research, Library,
' [ and Teaching Activities
| = Academic Chairs, Faculty Fellow-
1]

Distinguished Judges

Twenty-four senior faculty members from the 15 participating PME institutions took
time out of their busy schedules to serve as judges. Their personal dedication and pro-
fessional excellence ensured a strong and credible competition.

ships, and Student Awards
| ‘ = Endowments, Honoraria, Semi-

nars, and Conferences

=  Multicultural, International, and
Interagency Programs

= National Security and Homeland
Defense Outreach

Keep informed about NDU
Foundation activities by visiting on-
line at: www.nduf.org.

Front row, left to right: Dr. Larry D. Miller, U.S. Army War College; Ms. Erin L. Sindle, NDU Press; Colonel
Tricia York, USAFR, Joint Forces Staff College; Lt Col Michelle Ewy, USAF, Air Command and Staff
College; Dr. Donna Connolly, Naval War College; Dr. Richard DiNardo, Marine Corps Staff College; Dr.
Benjamin (Frank) Cooling, Eisenhower School. Back row, left to right: Colonel Stephen J. Mariano,
USA, National War College; Ms. Joanna E. Seich, NDU Press; Captain Bill Marlowe, USN (Ret.), Joint
Forces Staff College; Dr. Jim Chen, Information Resources Management College; Dr. William T. Eliason,
Editor in Chief, Joint Force Quarterly; Mr. John L. O'Brien, Information Resources Management College;
Dr. Stephen Burgess, Air War College; Dr. Larry Garber, Eisenhower School; Dr. James Kiras, School of
Advanced Air and Space Studies; Dr. Lindsay P. Cohn, Naval War College; Dr. Ryan Wadle, Air Command
and Staff College; Dr. David A. Anderson, Command and General Staff College; Dr. Jan S. Breemer,
Naval War College; Dr. James A. Mowbray, Air War College; Dr. Anand Toprani, Naval War College

Not shown: Dr. Antulia (Tony) Echevarria, U.S. Army War College; Dr. Geoffrey Gresh, College of
International Security Affairs; Dr. James Lacey, Marine Corps War College; Dr. Andrew Novo, College
of International Security Affairs; Ambassador Paul Wohlers, National War College

Photo by Katie Lewis, NDU
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Time to Come in
from the Cold (War)

Nuclear Force Structure for
an Uncertain World

By Wallace R. Turnbull 111

he U.S. nuclear deterrent is at
—|_ a turning point. Seven decades

have passed since a nuclear
weapon was used, and many noted
leaders have called for the abolition of
nuclear weapons altogether—a “Global
Zero.”! At the same time, the legs of
the U.S. nuclear deterrent triad are
overdue for modernization at a pro-
jected cost of $1 trillion over the next
30 years.? This modernized triad—con-
sisting of a new long-range bomber
and cruise missile, a replacement
intercontinental ballistic missile, and a
new ballistic missile submarine, as well
as refurbished nuclear warheads—will
be fielded in the 2030s and, based on
historical recapitalization rates, will
operate well into the 2060s.

This article considers the strategic
environment of 2040 and beyond to
assess whether the planned nuclear
force structure is sufficient to provide
deterrence in the uncertain world of
the future. Keir Lieber and Daryl Press
observed that the only way to do this “is
to work through the grim logic of deter-
rence: to consider what actions will need
to be deterred, what threats will need to
be issued, and what capabilities will be
needed to back up those threats.”® This
article assesses the U.S. nuclear deterrent
using the framework recommended by
Lieber and Press to show that the nuclear
capabilities provided by the current and
planned force are insufficient to provide
credible deterrence in the 21 century.

It argues for the addition of low-yield,

Lieutenant Colonel Wallace R. Turnbull Ill, USAF, wrote this essay while a student at the Air War
College. It won the 2015 Secretary of Defense National Security Essay Competition.

Participants in Iran nuclear negotiations in Vienna
on day deal was signed (Flickr/Dragan Tatic)

high-accuracy nuclear weapons and elec-
tromagnetic pulse weapons to the air leg
of the triad to bolster deterrence against
limited nuclear war.

The reality that nuclear weapons did
not disappear with the end of the Cold
War has been acknowledged by a number
of scholars, including Keith Payne, Paul
Bracken, and Thérese Delpech, as the
so-called second nuclear age.* Defined
by Bracken as “the spread of the bomb
for reasons that have nothing to do with
the Cold War,” this second nuclear age is
characterized by a multipolar world that
contains a variety of nuclear actors who
wield a range of nuclear weapons and
whose interests have nothing to do with
U.S.-Soviet dynamics.’ New nuclear actors
such as Pakistan, India, North Korea, and
Iran have all decided that these weapons
are useful, and established nuclear pow-
ers such as Russia have rediscovered the
value of such weapons. Russian President
Vladimir Putin declared, for example, that
“only nuclear weapons allowed Russia to
maintain its independence in the troubled
1990s” and that “developing and deploy-
ing an entirely new generation of nuclear
weapons and delivery systems” will be
a main point of Russia’s defense mod-
ernization activities.® This should not be
surprising because, as Bracken notes, the
United States once “found the bomb a
most useful weapon.” The stark reality of
the second nuclear age is that many actors
find nuclear weapons useful and are pursu-
ing their development and acquisition.
Some may even use them.
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Emerging Strategic
Environment
To understand which actions will need
to be deterred by U.S. nuclear forces,
we must first consider the strategic
environment in which deterrence is
expected to function. Former Secretary
of Defense Robert Gates observed that
divining the strategic environment of
the future is fraught with uncertainty:
“When it comes to predicting the
nature and location of our next mili-
tary engagements, since Vietnam . . .
we have never once gotten it right.”®
Rather than making firm predictions,
we can only form some broad charac-
terizations that appear likely given the
current strategic environment.
According to Bracken, the most sig-
nificant feature of the second nuclear age
is that it is a multiplayer game.? Unlike
the bipolar Cold War world, the emerg-
ing strategic environment is characterized
by the existence of many independent
nuclear actors. Today, there are many
states with nuclear weapons, and the tu-
multuous history of proliferation suggests
this number may grow in the future.!* A
consequence of the multiplayer game is
that most nuclear actors now face security
threats from more than one nuclear-
armed opponent. India, for example, is
concerned about deterring both China
and Pakistan. This security trilemma,
as it has been called by Linton Brooks
and Mira Rapp-Hooper, means “actions
taken by one state to defend against
another state have the effect of making a
third state feel insecure.”! Overlapping
security trilemmas suggest crisis stability
dynamics are geometrically more compli-
cated in the second nuclear age. Thérese
Delpech noted that one has only to look
at the last three centuries of multipolar
European history to conclude that the
strategic environment of the future is
“just as likely to be one of confrontation
as of stability” and may indeed be less
stable than the bipolar Cold War world."?
In the Nuclear Futures Project,
Duncan Brown and Thomas Mahnken
observed that another feature of the
second nuclear age is the “imbalance
in political stakes between the United
States and potential adversaries.”'® Unlike

the Cold War, where the Soviet Union
represented an existential threat to U.S.
security, the Nation today “has limited
stakes in many potential conflicts,” while
many potential adversaries are likely to
view conflict with the United States as an
existential threat."* This imbalance poses
the danger that adversaries may be moti-
vated not only to pursue nuclear weapons
but also to use those weapons to avoid
defeat by superior conventional power.'®
The key lesson for adversaries in the sec-
ond nuclear age, as demonstrated by the
swift defeat of the regimes of Muammar
Qadhafi and Saddam Hussein, is that in a
conventional fight with the United States,
America’s enemies may be “fighting for
their lives.”!® Deterring escalation during
a conventional conflict when the adversary
believes the regime, and even its existence,
is at stake may make Cold War deterrence
look relatively easy by comparison.!”

A third feature of the emerging
strategic environment is the potential
for catalytic instability and escalation
from terrorism or a nuclear accident.
Terrorism, according to Bracken, pro-
vides a catalyst that “was not present in
the first nuclear age.”'® For example, a
terrorist attack could greatly increase the
risk of nuclear escalation if it occurred in
the midst of an ongoing Indian-Pakistani
crisis. Likewise, catalytic escalation could
be caused by terrorists who managed to
acquire nuclear material in the form of
fuel or radioactive waste from a nuclear
powerplant and built a radiological
dirty bomb.!* In addition to terrorism,
a nuclear accident would be a powerful
catalyst. Though fortunately none re-
sulted in a nuclear explosion, there were
at least 32 documented accidents involv-
ing U.S. nuclear weapons between 1950
and 1980.2° The U.S. nuclear stockpile
is, on average, more than 20 years old,
and many weapons lack modern safety
features.?! The same concerns likely
apply to Russia’s arsenal. More alarm-
ing, however, are newer members of the
nuclear club such as Pakistan, which lacks
decades of experiential nuclear learning
and whose stockpiles of nuclear weapons
lack sophisticated safety features.?? A
nuclear accident in this environment is
not unthinkable.

Limited Nuclear War in the
Second Nuclear Age

Due to the potent combination of
multiplayer dynamics with overlap-
ping security trilemmas, imbalanced
political interests, and an increasing
risk of catalytic escalation, the second
nuclear age is likely to be a danger-

ous one. Jeffrey Larsen argues that
these factors and others result in an
increasing risk of Lmited nuclear war,
defined as “a conflict in which nuclear
weapons are used in small numbers
and in a constrained manner in pursuit
of limited objectives . . . or in the face
of conventional defeat.”?® During the
Cold War, Herman Kahn suggested
that there were “very large and very
clear “firebreaks’ between nuclear and
conventional war.”?* In Kahn’s firebreak
model, there were strong incentives for
the United States and Soviet Union to
maintain the firebreak and avoid nuclear
war. Barry Watts, however, observed
that the strategic environment suggests
the nuclear-conventional firebreak is
shrinking and that “the taboo against
nuclear use is being threatened” by the
prospect of limited nuclear war.?® The
current U.S. nuclear force was built to
deter the Soviet Union from waging
total nuclear war against the United
States. In the uncertain world of the
second nuclear age, the United States
must also be prepared to deter a wide
range of nuclear opponents across a
variety of circumstances.

Thomas Mahnken evaluated a num-
ber of plausible limited nuclear conflict
scenarios such as demonstration attacks
or nuclear use to prevent conventional
defeat.?® These scenarios are useful for
considering what actions the United
States might need to deter in the future.
Mahnken’s key insight is that in each sce-
nario, an adversary uses a relatively small
amount of nuclear force in a limited man-
ner to accomplish limited objectives. The
plausibility of these scenarios lies in the
perception of the adversary, who believes
nuclear weapons are useful and that the
United States lacks a credible deterrent
against limited use due to the structure
of the current arsenal, which emphasizes
high-yield weapons delivered via ballistic
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President Ford and Soviet General Secretary Leonid Brezhnev sign Joint Communiqué following talks on limitation of strategic offensive arms in
Vladivostok, November 24, 1974 (Gerald R. Ford Library/David Hume Kennerly)

missiles. Bruce Bennett, analyzing possi-
ble U.S. nuclear responses to limited-use
scenarios, observed that the United States
would seek to minimize civilian casualties
and thus use only a few weapons, not-

ing that the current nuclear force does
not provide the limited options a U.S.
President might want and “thereby may
be inadequate to deter adversary nuclear
weapon threats.”?

In recent years, numerous studies
and reports have examined the optimal
shape of the nuclear triad.?® By and large,
these have focused on the structure of
the triad—the specific mix of bomber
aircraft, submarine-launched ballistic
missiles (SLBMs), and land-based inter-
continental ballistic missiles (ICBMs)—or
on the quantity of weapons required for
deterrence. The contribution of a triad
of delivery systems to strategic stability is
not being disputed.? However, perhaps
more important to deterrence in the
second nuclear age than the means used

to deliver a nuclear weapon is the type of
weapon being delivered and the effects
that weapon will produce.

The United States maintains nuclear
weapons “to create the conditions in
which they are never used.”? To create
such conditions, the United States must
be able to brandish a credible threat such
that an adversary concludes the cost of
limited nuclear use outweighs any pos-
sible benefit. The prospect of limited
nuclear war highlights the need to be
able to threaten a flexible, limited coun-
terforce nuclear response that minimizes
civilian casualties and avoids third-party
escalation, such as overflying Russia on
the way to a target.®! This is not a new
revelation. The 2009 Congressional
Commission on the Strategic Posture of
the United States, for example, empha-
sized the need for a spectrum of flexible
force employment options, as did the
2011 Nuclear Futures Project, which
concluded that the United States needed

the ability to rapidly deliver nuclear
weapons with a range of yield options

to “achieve military effects and political
objectives without causing extensive col-
lateral damage.”3? Likewise, Lieber and
Press concluded in 2009 that the United
States needed high-accuracy, low-yield
nuclear weapons to give “leaders options
they can stomach employing in these
high-risk crises.”3

Required Capabilities

In view of the types of limited nuclear
scenarios that seem likely in the second
nuclear age, the most significant gap in
the current U.S. nuclear force structure
is a lack of nuclear capabilities useful for
controlling escalation while minimiz-
ing collateral damage. A number of
authors have concluded that low-yield
nuclear weapons and electromagnetic
pulse (EMP) weapons are particularly
useful in many potential limited nuclear
scenarios.® It is worth noting that
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these capabilities have, in the past, been
included in the U.S. nuclear force.

In his 1957 work on limited nuclear
war, Robert Osgood argued that deter-
rence credibility “requires that the means
of deterrence be proportional to the
objectives at stake.”% Unfortunately, the
bulk of the currently deployed U.S. nu-
clear deterrent consists of ballistic-missile
weapons with yields in the hundreds of
kilotons.*® In a limited nuclear war, these
weapons lack proportionality and thus
are not useful in most scenarios, calling
into question U.S. deterrence credibility.
In a limited nuclear war, the lack of U.S.
means proportional to the limited objec-
tives at stake means the President will
be faced with only two options, both
unacceptable: either acquiesce or escalate
to general nuclear war, in effect commit-
ting mass murder by inducing significant
collateral damage. The lack of credible es-
calatory options short of general nuclear
war means nuclear opponents may calcu-
late that the United States is unlikely to
respond, thus increasing the adversary’s
perceived value of nuclear escalation. In
addition to continuing to modernize
the existing triad of delivery systems, the
United States must preserve credibility
for the second nuclear age by investing in
new low-yield and EMP nuclear capabili-
ties and the means to accurately deliver
these capabilities.

Conventional Weapons

as Substitute?

Those in favor of eliminating the U.S.
nuclear deterrent often argue that

its conventional weapons are able to
provide a sufficient deterrent against
nuclear attack on the United States.
The Global Zero Nuclear Policy Com-
mission report, for example, stated that
“strong conventional forces and missile
defenses may offer a far superior option
for deterring and defeating a regional
aggressor” and “precision-guided con-
ventional munitions hold at risk nearly
the entire spectrum of potential targets,
and they are useable.”¥ When evaluated
against the stark realities of the strategic
environment, however, these arguments
do not stand up. As illustrated carlier,

a number of nuclear powers see utility

in acquiring nuclear weapons precisely
to counter the conventional superiority
of countries such as the United States.
In a limited regional nuclear scenario, it
might be possible for a U.S. President
to absorb a limited nuclear strike against
the United States and respond only
with conventional force. It is prudent
to ask, though, what the impact of such
a move on existing deterrence regimes
would be.

The first effect of a U.S. failure to
retaliate in kind would be for all other
nuclear parties to question the long-term
credibility of U.S. nuclear deterrence.
Any nation, particularly a nuclear-armed
one, seeking to attack the United States
might entertain a theory of victory in
which the United States did not respond.
Such thinking could lead to crisis instabil-
ity and risk further escalation. Thomas
Schelling asserted that a country’s reputa-
tion for action, which he called “face,”
“is one of the few things worth fighting
over” because it “preserve[s] one’s com-
mitments to action in other parts of
the world and at later times” and hence
maintains credibility.3

A second grave effect of failing to
retaliate in kind to a nuclear attack would
be a serious erosion of the concept of
extended deterrence and, with it, the
nonproliferation regime. Not only would
future adversaries view U.S. deterrence as
not credible, but so too might our allies,
who rely upon the extended deterrence
provided by the U.S. nuclear umbrella.?
After a 2013 North Korean nuclear test,
polls showed 66 percent of the South
Korean public favored developing a do-
mestic nuclear weapons program.*’ That
number would likely be much higher if;
as Schelling warned, the United States
lost face in a limited nuclear scenario by
not living up to its reputation for action.

While it remains desirable to eliminate
U.S. dependence on nuclear weapons,
the realities of the second nuclear age and
the emerging strategic environment sug-
gest this is not likely to happen soon. The
knowledge to develop nuclear weapons
cannot be unlearned. As Thomas Reed
and Danny Stillman have observed, the
proverbial train has left the station, and
the “Nuclear Express now hurtles into

a new century with a boxcar of nuclear
technology.”*! Looking ahead to 2040,
the United States can expect to still

be competing in a multiplayer nuclear
game in which there are more nuclear
actors, possibly including both state and
nonstate actors, and characterized by
imbalanced political stakes and subject
to the influence of dangerous catalytic
escalations. It is prudent to invest now
in the capabilities that may contribute to
deterrence in the uncertain world ahead
so that the United States is ready when
the Nuclear Express once again pulls into
the station.

Recommendations
High-Accuracy, Low-Yield Weapons.

A number of limited nuclear use sce-
narios illustrate the utility of low-yield
weapons to control escalation while
limiting collateral damage.** Nuclear
opponents, for example, may use low-
yield weapons in demonstration attacks
or selective nuclear attacks or to prevent
a conventional defeat, believing the use
of relatively small weapons may avoid
further escalation due to a perceived
lack of credible U.S. response options.
Other nations, most notably Russia,
find low-yield weapons attractive and
are pursuing the design of sub-kiloton-
class warheads for battlefield use.*® To
fill the low-yield credibility gap, the
United States should pursue a two-
pronged approach. First, the United
States should evaluate options for lever-
aging existing stockpile weapons designs
to field low-yield capabilities in the near
term, and second, the United States
should develop a new low-yield weapon
coupled with a high-accuracy delivery
mechanism suitable for minimizing col-
lateral damage.

The B61-12 nuclear bomb, now
under development, offers one near-term
opportunity to field the recommended
capability. The B61-12 program encom-
passes both a life-extension program to
replace aging components and extend the
life of the B61 bomb family, as well as a
guided tail kit assembly to significantly
improve the accuracy of the weapon.* By
improving accuracy with a guided tail kit,
a first for a nuclear weapon, the B61-12
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General Dempsey testifies on Iran nuclear deal before Senate Armed Services Committee, July 29,
2015 (DOD/Glenn Fawcett)

is able to hold at risk the same targets as a
much larger weapon.* The United States
does not publicly disclose nuclear weap-
ons yields. It is therefore not possible

to know if the B61-12 will provide the
required low-yield capability, though the
technology developed for it significantly
reduces the risk of fielding the needed
capability. Paul Robinson, a former direc-
tor of Sandia National Laboratories, has
suggested using dummy secondary stages
in existing weapons such as the B61 to
produce vields in the low-kiloton range.
By replacing the secondary stage with an
inert dummy, the only yield produced
would be from the fission-only primary
stage.*® The United States should con-
tinue the B61-12 program, but should
consider technical options to field an ac-
curate variant with very low yield.

The next opportunity to field a
low-yield weapon in the mid-term is to
design such a feature into the warhead
for the long-range standoff weapon
(LRSO), which is a cruise missile being
designed to replace the circa 1980s air-
launched cruise missile (ALCM) and is
scheduled for fielding in 2027.#” The
U.S. Nuclear Weapons Council recently
selected the W80-1 warhead, currently
deployed on the ALCM, as the warhead
for the LRSO.* Due to its age, the
W80-1 warhead will need a life-extension
program, designated W80-4, before it

can be placed in service on the LRSO.#
This life-extension program, just now
entering the design phase, provides an
opportunity to modify the W80-4 design
to include a low-yield variant for use on
the LRSO missile.

The recommendation to field low-
yield variants of existing weapons could
be coupled with declaratory policy stating
that the United States would employ
low-yield weapons only in limited-use
scenarios, providing a stepping-stone
to credible nuclear deterrence for the
second nuclear age. These actions are
not, however, by themselves sufficient.
As described earlier, developments in
the second nuclear age show a worry-
ing trend toward the fielding of “highly
usable” nuclear weapons that may
significantly alter the firebreak between
conventional and nuclear weapons. To
avoid a situation where adversary decision
calculus favors the early use of such weap-
ons, the United States should pursue the
design of new very-low-yield weapons
coupled to highly accurate delivery sys-
tems. Similar weapons once existed in the
U.S. arsenal, and, given sufficient political
will, there are no technical challenges
preventing their re-introduction.

EMP Weapons. In addition to low-
yield nuclear weapons, a number of
limited-use scenarios show weapons
designed to produce electromagnetic

pulse effects may be useful. An EMP is
an extremely energetic radio wave that
can be generated naturally by the interac-
tion of a powerful solar flare with the
Earth’s geomagnetic field or artificially
through nuclear or nonnuclear means.>
The energy from an EMP interacts with
electronic equipment, causing a range of
effects from temporary upset to perma-
nent damage, but causing no biological
harm to humans or other organisms.*!

Nearly all nuclear explosions produce
an EMP, the characteristics of which vary
according to the altitude of the explosion
(also known as the height of burst).?? A
high-altitude EMP occurs when a nuclear
weapon is detonated at an altitude of 30
kilometers or more, and in such a burst
the EMP will affect a large area.’® It is
estimated that a multi-megaton nuclear
EMP weapon detonated over the center
of North America would cause severe dis-
ruption and damage from coast to coast
and, according to Dr. Peter Pry, could
possibly “blackout the national electric
grid for months or years and collapse all
the other critical infrastructures.”**

Conducting a catastrophic EMP
attack, such as the one just described,
against the United States would require
significant capability—the attacker would
need a multi-megaton weapon and space
launch capability to deliver the weapon
over the United States at high altitude.*®
There is some evidence North Korea may
have conducted a practice test of such
a capability in April 2013 when North
Korea’s KSM-3 satellite passed over the
castern seaboard of the United States at
the optimal altitude for an EMP attack on
the East Coast electrical grid.>®

In many scenarios, an EMP attack,
having the potential to be as catastrophic
as a large-scale nuclear strike, will likely be
subject to the nuclear-conventional fire-
break—an adversary might be reluctant
to cross the firebreak and escalate to nu-
clear war. However, for an adversary with
limited nuclear capability, an EMDP attack
may be seen as a way to maximize the
military utility of a small arsenal. Such an
adversary may be more motivated to con-
duct an EMP attack, which might result
in no direct casualties, if it believed the
United States would not respond with a
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nuclear attack that could potentially kill
thousands or even millions of people.®”

It is also possible to create a smaller
EMP by adjusting the detonation alti-
tude and yield of the weapon.®® Such
a weapon capable of generating effects
over a few hundred square kilometers
would have much more military utility in
a limited-use scenario and, like low-yield
nuclear weapons, would likely shrink
the firebreak between conventional
and nuclear use. There is evidence that
China, for example, already views EMP
weapons as a means to achieve informa-
tion dominance in a regional “high-tech
local war.” In their book The Science of
Military Strategy, Chinese generals Peng
Guanggian and Yao Youzhi write that
“nuclear energy . . . will be employed
to seek information dominance. For in-
stance, the electromagnetic pulse weapon
still in laboratory stage is a kind of
nuclear weapon. It is possible for nuclear
weapons to move from deterrence into
warfighting.”%

In a nuclear escalation scenario, the
United States might also consider the use
of a limited EMP weapon as a sort of nu-
clear halfway house to control escalation
by signaling resolve and demonstrating
use of a nuclear weapon without direct
loss of life. Another scenario in which an
EMP capability might be useful is to con-
trol escalation horizontally in a scenario
in which an adversary seeks to attack U.S.
space capabilities.®® For example, if an
adversary who was much less reliant on
space than the United States threatened
U.S. space systems, horizontal escalation
by EMP attack might be more effective
than a response-in-kind against the adver-
sary’s space systems.

In the heavily interconnected digital
world of the 21* century, nuclear EMP
weapons have the potential to create
catastrophic effects both on the battle-
field and against civilian infrastructure.
Furthermore, these weapons are not
difficult to produce for a state possess-
ing both nuclear weapons and ballistic
missile or space launch capability and, in
a crisis, may be destabilizing as a limited
nuclear power seeks to maximize utility
of'its arsenal. Conversely, EMP weapons
with regional effects might also be useful

to restore deterrence and control escala-
tion if they were used to answer a limited
nuclear strike or the use of an EMP
weapon. The United States should field

a regional nuclear EMP capability to bol-
ster its deterrent credibility in scenarios in
which adversaries may consider an EMP
or limited nuclear attack.

The United States can likely develop
an EMP weapon by modifying an existing
warhead, and it may even be able to use a
current ballistic missile warhead, launched
on an SLBM or ICBM, set to detonate at
the correct altitude. Utilizing ICBMs to
deliver an EMP weapon is problematic,
though, as the missile would in almost
all target scenarios overfly Russia, and in
many cases China, posing a serious escala-
tion risk as those nations might think they
are under attack.®! SLBM:s launched from
ballistic missile submarines (SSBNs) are
also problematic, though less so, because
of overflight concerns as the SSBN patrol
areas are optimized for attacks against
Russia and China.®? One possible solu-
tion is to mate an existing warhead to a
new delivery system that avoids overflight
concerns. An air-launched missile, for
example, would allow an EMP weapon
to be forward deployed and launched
toward the target while avoiding most
overflight issues. The U.S. Air Force
developed and tested an antisatellite mis-
sile, the ASM-135, in the 1980s that was
capable of reaching the required altitude
for EMP generation when launched from
an F-15 aircraft.®* Another option is to
modify a commercial space launch system
such as Orbital’s Pegasus air-launched
rocket.®* Given the political will to field
an EMP weapon, there appear to be fea-
sible technical delivery options.

Long-Range Penetrating Bomber.
The triad of nuclear delivery methods—
bomber aircraft, land-based ICBMs, and
sea-based SLBMs—is likely to be useful
to deterrence in the second nuclear age.®
The weapons capabilities recommended
in this article can likely be adapted to be
delivered via any leg of the nuclear triad,
though this may not be desirable. As
described, ICBMs and SLBMs are prob-
lematic for a number of limited nuclear
scenarios. Employing the recommended
nuclear capabilities on bomber aircraft,

however, eliminates most of the concerns
with ICBMs and SLLBMs, as bombers can
avoid most overflight issues.

Bomber aircraft possess a number of
other useful attributes for limited nuclear
war. A 2013 RAND study examined
contributions of the triad legs to crisis
stability by evaluating 48 crises, conclud-
ing that long-range penetrating bombers
were key contributors to crisis stability.®®
Bomber aircraft also offer flexibility;
they can be recalled as well as retargeted
in-flight and are also useful for signaling
resolve to the adversary. For example, in
response to North Korean provocations,
the United States sent B-2 bombers to
overfly South Korea in March 2013 in
a demonstration of capability and re-
solve.”” Low-yield nuclear weapons are
well suited for delivery by bombers, as
weapons with similar capabilities, such as
the B61 bomb, already exist. To employ
an EMP weapon on bomber aircraft re-
quires development of a new air-launched
missile to reach the requisite detonation
altitude, although the technology to
build such a missile already exists.%®

Bomber aircraft are likely to be
particularly useful in the limited nuclear
wars of the future, and the Air Force
should continue developing a nuclear-
capable penetrating bomber. The Air
Force’s next-generation bomber program
should be fully funded and remain a
top priority.% The Service should also
begin studying solutions for an aircraft-
delivered EMP weapon compatible with
the new bomber and should seck to ac-
celerate development of the LRSO cruise
missile while ensuring it is compatible
with future low-yield nuclear weapons.
Critics will argue that the combination
of a long-range bomber and a capable,
accurate nuclear cruise missile coupled
with a low-yield warhead is dangerous
because it offers a nuclear capability that
is actually usable in a nuclear conflict.

It is precisely because such weapons are
usable that they offer a potent deterrent
to nuclear actors who might consider
limited nuclear war.

Other Considerations. In addition to
pursuing highly accurate nuclear weapons
with low-yield and EMP effects and a
new bomber and cruise missile to employ
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these effects, there are a number of other
considerations important to maintain-
ing a credible nuclear deterrent in the
second nuclear age. First and foremost

is a reinvigoration of strategic thought
about nuclear weapons; there has been a
dearth of thinking in the United States
about how to actually use nuclear weap-
ons should deterrence fail. The world is
entering an age where the unthinkable
may actually happen. U.S. policymakers
and military leaders need to consider how
to employ nuclear weapons to control es-
calation and restore deterrence in limited
nuclear war. A reinvigoration of strategic
thought about nuclear weapons must also
be coupled with a robust nuclear exercise
regime so these thoughts can be tested
and practiced.” Second, the United
States will need to improve intelligence
gathering on adversary nuclear programs
as well as improve the ability to attribute
a nuclear attack.” In the intertwined
security trilemmas of the second nuclear
age, it may not be immediately obvious
who initiated a limited nuclear strike, and
thus attribution becomes more important
than it was during the Cold War. Third,
the United States should eliminate the
dichotomy in the U.S. nuclear lexicon
between strategic and tactical nuclear
weapons. This distinction will not make
sense in the uncertain world of the future
where some actors may wield a range of
nuclear capabilities for both tactical and
strategic effect.

The grim logic of deterrence did not
disappear with the end of the Cold War.
Colin Gray observed in 1979 that “one
of the essential tasks of the American
defense community is to help ensure that
in moments of acute crisis the Soviet gen-
eral staff cannot brief the Politburo with
a plausible theory of military victory.””?
Though the adversary may be different,
this task will be no less essential in the
uncertain world of 2040, where there
will still be many nuclear-armed actors,
perhaps more than there are today, some
of whom may desire to inflict harm upon
the United States. To ensure no potential
adversary ever contemplates a theory
of victory for limited nuclear war, the
United States must maintain an effective
deterrent by investing in flexible nuclear

capabilities such as low-yield and EMP
weapons and a long-range penetrating
bomber and cruise missile to accurately
deliver these weapons. Choices made
today will impact the nuclear force for de-
cades to come. By making the choice to
invest in the nuclear capabilities most use-
ful for deterring limited nuclear war, the
United States can improve the odds that
another 70 years pass without a nuclear
weapon being detonated in anger. JFQ
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Philippine special operations forces soldier fast ropes
out of SH-60 Sea Hawk during training with U.S. and
Australian SOF soldiers at Fort Magsaysay, Philippines,
May 2014 (U.S. Marine Corps/Pete Thibodeau)

Strategic Development of
Special Wartfare in Cyberspace

By Patrick Michael Duggan

Todwy, small teams of special operators armed with asymmetric cyber-tools, irreqular
warfare tactics, and mass disinformation can have truly strategic effects.

—GENERAL JoserH L. VoteL, USA!
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States develop a strategic cyber-enabled
special warfare capability?

As far back as 1993, cyber-thinkers
John Arquilla and David Ronfeldt in
their seminal study Cyberwar Is Coming!
foreshadowed recent cyber—special
operations forces (SOF) actions by Iran
and Russia. The prescient notion that
“numerous dispersed small groups using
the latest communications technologies
could act conjointly”® to master networks
and achieve a decisive advantage over
their adversaries has been played out
repeatedly. As predicted by Arquilla and
Ronfeldt, “We’re no longer just hurling
mass and energy at our opponents in
warfare; now we’re using information,
and the more you have, the less of the
older kind of weapons you need.”* As
senior leaders have recently recognized,
groups of special operators armed with
asymmetric cyber tools, irregular warfare
tactics, and mass disinformation can have
strategic effects.’

This article argues that Iran and
Russia have already successfully employed
cyber-enabled special warfare as a stra-
tegic tool to accomplish their national
objectives. Both countries have integrated
cyber-SOF that clearly demonstrate they
understand how to leverage this tool’s
potential within the asymmetric nature
of conflict. The countries’ asymmetric
innovations serve as powerful examples of
an irregular pathway for aspiring regional
powers to circumvent U.S. military
dominance and secure their strategic in-
terests.® The diffusion of inexpensive yet
sophisticated technology makes it easier
for potential adversaries to develop sig-
nificant capabilities every year. Thus, the
time has come for the United States to
make a strategic choice to develop cyber-
enabled special warfare as an instrument
to protect and project its own national
interests.

Russia

In February 2013, Russian Chief of
the General Staff Valery Gerasimov
published an article titled “The Value
of Science in Prediction” in the obscure
military journal Milstary-Industrial
Courier. In the article, General Gera-
simov heralded a game-changing new

generation of warfare whose strategic
value would exceed the “power of force
of weapons in their effectiveness.””

He called for widespread asymmetric
actions to nullify enemy advantages
through “special-operations forces and
internal opposition to create a perma-
nently operating front through the
entire territory of the enemy state, as
well as informational actions, devices,
and means that are constantly being
perfected.”®

In spring 2014, Russia successfully
demonstrated its new understanding of
how to integrate asymmetric technol-
ogy into unconventional warfare (UW)
operations by supporting paramilitary
separatists in eastern Ukraine.” Russia
dispatched small teams of unmarked
Spetsnaz, or special forces, across the
Ukrainian border to seize government
buildings and weapons armories, and
then turn them over to pro-Russian
separatist militias.!'® Concurrently, Russia
disconnected, jammed, and attacked
digital, telephone, and cyber commu-
nications throughout Ukraine. Russia
enlisted virtual “privateers” and bounty
hunters to conduct cyber attacks against
Ukrainian government information and
logistic infrastructure, from Internet serv-
ers to railway control systems.!! Russia
bankrolled a “troll army” to wage deza,

a Russian hacktivist term for disinforma-
tion, paying millions for each troll to post
50 pro-Russian comments a day on social
media, blogs, and news sites that were
critical of Russia’s actions.'? Russia surged
epic streams of disinformation, both
inside and outside Ukraine, not only to
obscure its cyber-enabled UW campaign,
but also to create complete political il-
lusions: “Russia doesn’t deal in petty
disinformation, forgeries, lies, leaks, and
cyber-sabotage usually associated with
informational warfare. . . . It reinvents
reality, creating mass hallucinations that
translate into political action.”!?

In response, during a North Atlantic
Treaty Organization (NATO) security
summit in September 2014, the Supreme
Allied Commander Europe, General
Phillip Breedlove, USAF, proclaimed
that Russia’s “hybridized” UW in eastern
Ukraine represented “the most amazing

information warfare blitzkrieg we have
ever seen in the history of information
warfare.”'* General Breedlove urged the
Alliance to develop new capabilities to
counter Russia’s mastery of UW, pro-
paganda campaigns, and cyber assaults
immediately.'® NATO and the West were
caught off guard by Russia’s ability to
advance its political objectives using non-
traditional means in a manner once “not
even considered warfare by the West.”!¢
Russia did not use Spetsnaz, informa-
tion operations (10), or cyber capabilities
in a piecemeal manner to accomplish its
objectives. Instead, as General Gerasimov
described, “Wars are no longer declared”;
they simply happen when SOF armed
with advanced technology and mass
information create the conditions for
conventional forces to achieve strategic
objectives “under the guise of peace-
keeping and crisis.”*” In other words,
choreographed cyber disinformation
and cyber attack bought time and space
for laptop-carrying Spetsnaz to conduct
unconventional warfare “between the
states of war and peace.”!® Russia’s cyber-
enabled UW was a brilliant success, not
simply for its cyber-SOF hybridization,
but also for successfully invading a sig-
nature partner nation of the European
Union without sparking any meaningful
Western military response.

Iran

In summer 2009, the Iranian regime
strangled the Green Movement with
the very tools that were supposed to
liberate it: information and communica-
tion technologies (ICTs). The regime
exploited “emancipating” ICTs to
target activists, induce fear, and expand
military and paramilitary suppression

of cyberspace.’ Shortly after the Green
Movement began, the government dis-
patched its Islamic Revolutionary Guard
Corps (IRGC) to break the “counter-
revolutionaries.” Charged with fight-
ing domestic and foreign threats to

the regime, the IRGC mobilized its
subordinate Basij cyber units and its
notorious clandestine paramilitary wing,
the IRGC-Quds Force (IRGC-QF).
The IRGC commander, Major General
Mohammad Ali Jafari, quickly restruc-
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tured and integrated Iran’s cyber, para-
military, and clandestine capabilities into
a brutal national tool to terrorize Green
Movement dissidents into “inaction and
passivity.”?°

The Basij used various devious
cyber-intimidation methods against
activists, such as sending threatening
emails and Internet messages, publishing
activists” photos and offering rewards
for their capture on government Web
sites, infiltrating social media networks,
seeding disinformation, sowing leader
mistrust, and staging false events to
arrest people who showed up.?! The
Basij also institutionalized cyber skills
on “blogging, social networking sites,
psychological operations, online spying
... mobile phones and their capabilities,
and computer games with the aim of
targeted entry in the virtual world.”?? In
concert with Basij cyber-targeting activi-
ties, the IRGC-QF tracked, imprisoned,
tortured, or assassinated regime threats.??
Iran had set in motion a new symbiotic
cycle of misattributable /nonattribut-
able cyber-targeting activities married to
old-fashioned brute force. Iran would
subsequently strengthen its marriage of
counterinsurgency (COIN) and cyber
activities in Syria.

Syria
In 2012, Iran dispatched IRGC-QF
operators and ICT experts, who had
mastered their craft in breaking the
Green Movement, to Syria to advise
pro—Bashar al-Asad forces.?* Iran sent
“several hundred members of the Revo-
lutionary Guards al Quds force” to Syria
armed with domestic COIN expertise,
money, arms, and advanced equipment
“designed to disrupt communications,
the Internet, email, and cell phone com-
munications.”? Operations in Syria fell
under the command of Major General
Qasem Soleimani, an infamous figure
described by General David Petracus
as “truly evil” and characterized by
a senior Central Intelligence Agency
officer as the “single most powerful
operative in the Middle East.”?¢

Under Soleimani’s authority, Quds
Force operators trained proxy Hizballah
and Syrian elements in Iranian camps

such as Amir Al-Momenin and integrated
themselves into key command and con-
trol centers across Syria.”” According to
Dexter Filkins, “To save Assad, Soleimani
called on every asset he had built since
taking over the Quds Force: Hezbollah
fighters, Shiite militiamen from around
the Arab world and all the money and
materiél he could squeeze out of . . .
Assad’s own besieged government.”?8
Inside Syrian operation centers, Quds
Force operators initially provided advice
on techniques for suppressing social
media and deterring civil disobedience,
but soon escalated “with all kinds of ki-
netic options” to crush the rebellion, just
like they had done at home.? The Quds
Force showed a ruthless understanding of
cyber-enabled COIN using “their intel-
ligence networks to train the Syrian army
how to fight people without killing; how
to use force to cause injury, without being
accused of a massacre . . . teaching them
how to control Web sites and social media
and how to jam television channels.”?
As with the 2009 attacks on the
Green Movement, the Quds Force
backed up its cyber-targeting activities
with brute force. By this time, however,
operatives had learned to distance them-
selves from the Iranian-trained Syrian,
Iraqi, and Hizballah proxies doing the
dirty work. As a RAND paper pointed
out, “Iran has skillfully employed its own
special warfare capabilities as part of a
long-term regional strategy, using state
and nonstate proxies to advance its re-
gional interests.”?' At the same time, the
Syrian Electronic Army (SEA) benefited
from Iranian expertise, money, and tech-
nology to attack anti-Assad social media
and Web sites.®? The SEA “aggressively
engaged in a wide range of online activi-
ties to punish perceived opponents and
to force the online narrative in favor of
the Assad regime.”® The SEA used dis-
tributed denial-of-service attacks, jammed
online portals, overloaded networks,
and used malware to thwart opponents’
messages and actions.** Supporting
the efforts from Iran, the Basij actively
disseminated propaganda, developed
increasingly advanced cyberspace capa-
bilities, and professionalized offensive
paramilitary hacker field training.

It seems that the Basij inundated the
Internet with disinformation to obscure
Iran’s true complicity in Syria and redi-
rect any blame as a Western conspiracy to
overthrow Assad.

Iran succeeded against the Green
Movement and anti-Assad forces by
interweaving ICT efforts to identify
key human and information networks
with brute force. Beginning with Jafari’s
reorganization of the IRGC, Iran’s
cyber-enabled COIN was later perfected
with Soleimani’s operations in Syria.
Throughout both campaigns, the Basij
cyber force was a “core state instrument
of suppression,” honing its techniques to
provide cover for Iran’s ruthless actions.*
Iran’s cyber-enabled COIN is a stunning
success, not only for its cyber-SOF hybrid-
ization but also for crushing two separate
rebellions and never triggering any mean-
ingful Western military response.

Lessons Learned

There are four primary lessons learned
from the actions of Iran and Russia
that inform a conceptual framework
for aligning cyber capabilities to U.S.
special warfare operations.

1. There is a distinction between the
offensive cyber tools the IRGC-QF and
Spetsnaz employed at the tactical level
and those that exist at the strategic level.
Iranian and Russian operators targeted
tactical-level “circumscribed or closed

”37 such as local communica-

networks,
tions, social media, and regional Internet
and logistic infrastructure, while seem-
ingly keeping their more sophisticated
open network tools in reserve.

2. Cyber-enabled special warfare is
primarily a proxy-executed endeavor that
values minimal source attribution. As
described by General Gerasimov, “Long-
distance, contactless actions against the
enemy are becoming the main means
of achieving combat and operational
goals.”3 Cyber-enabled SOF generally
avoid direct force-on-force engagement
and strive to operate in the gray areas
between peace and war. As observed in
Ukraine and Syria, cyber-enabled violence
seeks to retain a modicum of deniability,
letting proxies execute the dirty guerrilla
tactics of assassination, sabotage, and
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ambush. Russia and Iran retained the
strategic flexibility to cut and run should
things go awry.

3. ICT exploitation, cyber attack, and
10 play significant roles in cyber-enabled
irregular campaigns. Properly conducted,
traditional special warfare campaigns
extend to far more than SOF; “they in-
volve the comprehensive orchestration of
broader capabilities to advance policy ob-
jectives.”*® Likewise, for these campaigns
to work, expertise from other arenas must
be integrated and synchronized.

4. Cyber-enabled special warfare
could both deter conflict and be applied
throughout the spectrum of conflict
because it “is well suited to all phases of
operation, from shaping the environ-
ment through intense warfare through
reconstruction.” Even though Iran and
Russia have operated at the malicious end
of the spectrum, cyber-enabled special
warfare has a constructive side, too. The
proliferation of low-cost information and
communication technologies benefits

k3

Insurgents in Donetsk, Ukraine, May 9, 2014 (Wikipedia/Andrew Butko)

partner nations in the building of security,
thereby helping to keep conflicts from
breaking out.

Cloud-Powered Foreign
Internal Defense

Cloud-powered foreign internal defense
(FID) is both a technical computing
concept and a metaphor for building
partner capacity and trust through
virtual means. Although not yet

fully defined, FID clouds link cross-
disciplined communities together to
better understand human, geographic,
and virtual arenas, and then act con-
jointly on targeted overlaps. Techni-
cally speaking, FID clouds strengthen
partner relationships through federated
architectures that share data in real
time, enhance automation, and diffuse
analytic processes. Clouds have adjust-
able configurations that can take the
shape of private, public, community,
and hybrid models, each character-
ized by different software, platform,

and infrastructure architectures.*! FID
clouds power encrypted mobile applica-
tions, analytic tools, and pooled data
through smart technology in the hands
of those involved with building security.
Although data are virtually tethered to a
cloud, the real value lies in enabling the
diffusion of timely information to ele-
ments at the tactical level. FID clouds
are also a metaphor for persistent and
vibrant partnerships because, like the
technology, the data never rest and the
networks do not go idle. This technol-
ogy is simply a vehicle to empower a
deeper, broader, and more contextual
community of understanding for the
sociocultural, political, and historical
factors that all too frequently fuel strife.
Instead of reactive relationships char-
acterized by intermittent FID deploy-
ments, which achieve a spotty under-
standing, FID clouds are metaphors

for building a more persistent form of
capability, capacity, and trust between
partnered nations.
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Senior Airman from 21¢t Special Tactics Squadron conducts air traffic contr